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1. Setting up the DS-2200 Series

Before updating the firmware, please ensure that the network settings for both your host computer and any
DS-2200 series modules are correctly configured, or the update procedures via the Ethernet network may not

function correctly.

Step 1: Connect the DS-2200 series to the same hub or the same sub-network as your Host
PC, and attach a power supply to the DS-2200 series. Do not connect the DS-2200 series to a
router or directly to the Internet as this may cause the update process to fail.

Please refer to “Chapter 3-Connecting the Power and Host PC” in the DS-2200 Quick Start Guide for more

detailed information.

N
v Download the Quick Start Guide.
@ eSearch Utility [v1.2.2, Oct.04, 2019 ] — O x
File Server Tools
Name | Alias | IP Address | Sub-net Mask ‘ Gateway | MAC Address
DS-2215i Tiny 192.168.255.1 25h5.255.0.0 192.168.0.1 00:0d:e0:ff:4:ff
step 2: Install the eSearCh Utility on your ET7H16 NfA 10.0.8.222 255.255.0.0 192.168.0.1 00:0d:e0:0f:0c:04
Host PC, and then run the Utility to search
for any DS-2200 series modules connected
to the network. . .
M Search Server Configuration [UDP] | Web | Exit |
Status A
A
' Download the eSearch Utility.
| Configure Server (UDP) x
Step 3: Configure the correct ServerName:  DS2215i
. DHCP: 0: OFF - Sub-net Mask: |255,255,255.0 Alias: Ti
network settings for the 2] Subneries i —
IP Address : 10.0.8.100 Gateway : 10.0.8.254 MAC: 00:0d:e0:Af:f:ff

reqUired DS-ZZOO SerieS mOdUIe' K.I\T;;u‘:'lnur Network Administrator to get correct configuration before any changing! [ OK | Cancel |

Please refer to “Chapter 4-Configuring Ethernet Settings” in the DS-2200 Quick Start Guide. If the IP address

settings do not work correctly, please refer to notel (Page 18).

>

v Download the Quick Start Guide.
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2.Firmware Update Procedure

The firmware update can fail when the computer has multiple network interfaces (e.g., LAN and Wi-Fi).

Therefore, enable only one network interface for updating the firmware, and temporarily turn off other

network interfaces, firewalls, and anti-virus software first.

2.1DS-2200 Firmware Update

Two methods can be used to update the firmware: “Local Firmware Update” (traditional) and
“Remote Firmware Update” (TeamViewer). The Local Firmware Update method requires the user to
manually adjust the position of the Init/Run Switch and reboot the module in order to initialize the

firmware update. Refer to Section 2.1.1 “Local Firmware Update” for more details. The Remote

Firmware Update method allows the user to initialize the module via a web interface without
needing to adjust the hardware switch. Initialization via the web interface is useful when the module
is installed at a remote site and can be accessed via the TeamViewer application installed on a

remote PC. Refer to Section 2.1.2 “Remote Firmware Update” for more details.

2.1.1 Local Firmware Update

Step 1: In the eSearch Utility, click the “Search Servers” button to search the for any DS-2200
modules connected to the network . (The network settings of the DS-2200 module as described
in Step 3 on Pagel)

Step 2: Right click on the name of

& eSearch Utility [v1.2.2, Oct.04, 2019 ] - O e
the DS-2200 module to be fle Senver Tools
updated. Name | Alias | IP Address | Sub-net Mask | Gateway | MAC Address
10.0.8.100 255,255.255.0 10.0.8.254 00:0d:e 0:H:4f:H
ET7H16 NiA_ 1100823\ ping Serer 6.0.1 00:0d:c0:0:0c:04
Step 3: SeIeCt the ”Firmware e —/’k @' Configure Server (UDP) ]
Update” item from the popup < 9 e -
menu and the “Open” dialog box B Copyto Clipboard
will be displayed. (1) .

/;—
(ﬁ Search Server Configuration [UDP] | Web | Exit |
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Step 4: In the “Open” dialog box, select the firmware file (DS2200.dat) that will be
used to update the module and then click the “Open” button.

N
v

Download the Firmware File.

« Open

» This PC » DS

™ » Desktop

Organize = Mew folder

O

-~
( ") DS2200.dat ’

[ This PC
_J 3D Objects
[ Deskiop
Documents
‘ Downloads
b Music
[&] Pictures
B videos
%, Local Disk (C:)
- FEEEE D)

¥ Network v

v

Date modified

2019/10/25 E4F 11:22

<]

S Search DS

Type
DAT File

File name: | DS2200.dat

—

=~ @ @
Size

157 KB

~

(o= o) hm ‘

Step 5: Assign a valid IP Address

(can be different with the current IP) and the

factory-default MAC Address for the DS-2200 module. If this IP address is invalid (e.g. IP
Address: 0.0.0.0) or a user-defined MAC address is assigned. Refer to note 2 (Page 18) and

note 3 (Page 19) for more details.

Step 6: Click the “OK” button.

Firmware Update (Tiny Module only)

File Name |;t:r5'-.FlD1—Mike\Desktup\DS\DSZZl]l].dat

IP Address

|1 0.0.8.100

Mote: This IP Address is depending on your’
hile the MAC address in depending on v

MAC Finder

For Updating

Valid IP Address

oK D
ZR

MAC Address [00:0d:e0:ff:f:ff \l\
Cancel |

Factory-default

MAC Address
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Step 7: You are now ready to update the firmware. A Command Prompt windows will

be displayed the progress of the update.

BN CAWINDOWS\system32\cmd.exe

Waiting for a request from the DS-2200 module
to begin updating the device

Step 8: Set the “Init Switch” on the
DS-2200 module to the “Init” position.

Step 9: Power-on reset the DS-2200 module in “Init Mode” to initiate the update.

Step 10: Confirm that the two MAC addresses (factory-default) listed in the Command Prompt
window, “Waiting request from MAC x.x.x.x” and “BOOTPREQ from MAC: x.x.x.x”, are the
same, as indicated in the image below. If these addresses do not match, the update cannot

proceed. Refer to note4 (Page 19) below for more details.

BR C\WINDOWS\system32\emd.exe Waiting for a request from this MAC Address

fon requires fon. -

Firmware update begins Request received from this MAC Address E
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Step 11: Once the update is complete (i.e.,

when the progess indicator reaches 100%), set

the “Init Switch” to the “Run” position.

Step 12: Power-on reset the DS-2200 module to

B operate the module in “Run Mode”.

Step 13: In the eSearch Utility, search for the DS-2200 module again to verify that it is
functioning correctly. Note that the network settings for the module may need to be
reconfigured after updating the firmware. Refer to Step 3 in Chapter 1 above for more

details.
Step 14: Click the name of the DS-2200 module to highlight it.

Step 15: Click the “Web” button and the default web browser will be opened.

& eSearch Utility [v1.2.2, Oct.04, 2019 ] - O X
File Server Tools @
Al -net Mask | Gateway MAC Address
) 0.0.8.100 ] 0.0.8.254 D0:0d:el
E B 255.255.0.0 192.168.0.1 00:0d:e0:0f:0c:04

__® ®

I
Search Server Configuration [UDP) |< Web d Exit
Status /,k»l_ .
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Step 16: Log in to the web configuration pages for the DS-2200 (use the default password

“admin”).

Step 17: Verify that the firmware version and date details are correct.

(&E Device Server x + B = x
C A Fz==| 1008100 o % 0 @ 6
6 CP DS-2200 Device Server
DAS Home | Port1 | Network | Filter | Monitor | Password | Logout
The systﬁ logged out.
To enter the web configuration, please type password in the following field.
ll1 ogin password|E] || Submit ,]
[ — = B
/,k:
. . (% Device Server b4 + — m} *
When using IE, please dig
Menu items: Tools / Intern{ € C A F&=£|10.08.100 - % 0o O
Z ) .
ICP DS-2200 Device Server
DAS Home | Port1 | Network | Filter | Monitor | Password | Logout

(NG G 00-0D-EO-FF-FF-FF

I AULIGDS garvasaes is TCP Command Port leie]
[MIEIRSe Y OFF System Idle (s) Rl

Current port settings:

port setings INEEERNNN :
115200 N1 \
None \ Comple te
Enabl :
10001
180

NA

Copyright ©@ 2019 ICP DAS Co., Ltd. All rights reserved.
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2.1.2 Remote Firmware Update

In order to perform a Remote Firmware Update, use an application that allows an external system to
be remotely controlled, such as TeamViewer, to create a connection between the local and the
remote system. Note that all firmware update procedures need to be carried out on the remote

system.

eSearch Utility is

User is there e —
_ m L running on the
remotely controlling ’

@J + computer to update
the firmware update LI]] P P

module's firmware.

e - =z

procedures.

DS/ GW-2200 Series

QEmet ) -
ot
Switch/Hub o Switch/Hub I

Follow the procedure described below to update firmware of the DS-2200 on the remote PC:

Step 1: In the eSearch Utility, click the “Search Servers” button to search for any DS-2200
modules connected to the network . (The network settings the DS-2200 module are described in
Step 3 of Chapter1)

Step 2: Right C/iCk the name Of the & eSearch Utility [v1.2.2, Oct.04, 2019 ] - [m} *
File Server Toaols

DS-ZZOO mOdu’e to be updated' Name | Alias | IP Address | Sub-net Mask | Gateway | MAC Address

10.0.8.100 255.255.205.0  10.0.8.254 00:0d:eD:f:H:f
ET7H1E NiA 10.0.8.2 “ g Sz .0.1  00:0d:e0:0£:0c:04
0 "r: = LA
Step 3: Select the “Firmware FE 9 [ Configure Server (UDPQ
Update” item from the popup « Y] Firmware Update
=3 >
menu and the “Open” dialog box B Copyto Clipboard

will be displayed.

Search Server onfiguration [UDP) | Web | Exit |
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Step 4: In the “Open” dialog box, select the firmware file (DS2200.dat) that will be

used to update the module and then click the “Open” button.

N
v

Download the Firmware File.

& Open

A | s ThisPC » Desktop > DS

Organize

- New folder

& This PC Date modified

“ 3D Objects

[H Desktop
Documents
< Downloads

D Music

[&] Pictures

& Videos

‘i Local Disk (C:)
- TTREEE (D)

2019/10/25 £ 11:22

= Network v

File name: | DS2200.dat

Type
DAT File

V|f ﬂ
((==m) =

S Search DS

=~ m @

157 KB

Step 5: Assign a valid IP Address

(can be different with the current IP) and the

factory-default MAC Address for the DS-2200 module. If this IP address is invalid (e.g. IP

Address: 0.0.0.0) or a user-defined MAC address is assigned.
note 3 (Page 19) for more details.

Step 6: Click the “OK” button.

Refer to note 2 (Page 18) and

Firmware Update (Tiny Module cnly)

File Name I;ers\Flm—Mike\Desktup\DS\DSZZ

00.dat

Mote: This IP Address is depending on your-
hile the MAC address in depending on *~

IP Address [10.0.8.100 — ]

MAC Address |00:0d:e0:ff:ff:ff

o

For Updating

\\MACFinderl
\. MAC Address
1] .4 . Cancel |

Valid IP Address

Factory-default
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Step 7: You are now ready to update the firmware. A Command Prompt windows will
be displayed the progress of the update.

B CWINDOWS\system32\cmd.exe

Waiting for a request from the DS-2200

module to begin updating the device

Step 8: Open a web browser such as Internet Explorer or Firefox and enter the URL for
the DS-2200 in the address bar of the browser and log in to the web configuration
pages (use the default password “admin”).

18

;5; Device Server
C A F=€ 1008100 o & 0O &

)
(ICP DS-2200 Device Ser
DAS

The system is logged out.
To enter the web configuration, please type password in following field.

{Login password (| ) || Submit.,

=
“R

When using |E, please disable its cache as follows.
Menu items: Tools / Internet Options... / General / Temporary Internet Files / Settings... / Every visit to the page

Copyright @ 2019 ICP DAS Co., Ltd. All rights reserved.
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Step 9: Click the “Network Setting” tab to display the Network Settings page.

Step 10: Click the “Update”

g&: Device Server x + B = .
9 4
button in the “Remote c 5> c GEEEFTEG - % O o
Firmware Update” section
to start the update. 096200 Device Server
| \
||For|:ed Reboot H Reboot H

Remote Firmware Update

If the remote firmware update is failed, then the
traditional firmware update (on-site) is required
to make the module working again.

Step 1: Refer to firmware update manaul first.

Step 2: Run eSearch Ultility to prepare and wait for Update
update.

Step 3: Click the [Update] button to reboot the

maodule and start update
Step 4: Configure the module again.

Copyright © 2019 ICP DAS Co., Ltd. All rights reserved.

Step 11: Confirm that the two MAC addresses (factory-default) listed in the Command Prompt
window, “Waiting request from MAC x.x.x.x” and “BOOTPREQ from MAC: x.x.x.x”, are the
same, as indicated in the image below. If these addresses do not match, the update cannot
proceed. Refer to noted (Page 19) below for more details.

Step 12: Once the update is complete (i.e., when the progess indicator reaches 100%), close
the Command Prompt window.

B C:\WINDOWS!system32\cmd.exe Waiting for a request from this MAC Address
The ARP entry deletion failed:

ontinue . . .
Request received from this MAC Address \_
Firmware update begins

Note: If the Remote Firmware Update method fails, please refer to Section 3.1 Firmware update in

BOOT mode (local operation) to restore the module.
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Step 13: In the eSearch Utility, search for the DS-2200 module again to verify that it is
functioning correctly. Note that the network settings for the module may need to be
reconfigured after updating the firmware. Refer to Step 3 in Chpater1 above for more

details. N - - -
o eSearch Utility [v1.2.2, Oct.04, 2015 ) @ - o X
File Server Tools

Step 14: Click the name of Sub-net Mask  Galewsy  MAC Address

Il't.ll.E.]IlEI 5.2565.266.0  10.0.8.254 00 0d:eD:H:H:H
(0 G

DE-22151

T

the DS-2200 module to = T ,M ?55.256.0.0  192.160.0.1  00:0d:eD:0f:0c04
highlight it.
Step 15: Click the “Web”
button and the default web @ @

- « I >
browser will be opened. _— -

@nﬂwmlun wop | g Web ?| Exit
RS '

Step 16: Log in to the web configuration pages for the DS-2200 (use the default password

“admin”).

Step 17: Verify that the version and date details for the firmware are correct.

ICP DS-2200 Device Server

DAS Home | Port1 | Network | Filter | Monitor | Password | Logout

Initial Switch feJg3

Current port settings:

DS-2200 Series Firmware Update via Ethernet (Ver. 1.0/Mar. 2020) Page: 11



3. Troubleshooting

3.1 Firmware update in BOOTP mode

If the module is not functioning correctly (e.g. there is no response to the search request, or if the
system LED is always displayed as either off or on), please download a new image of
the firmware from the ICPDAS web site and then update the firmware for the module using

the following procedure.

@ eSearch Utility [v1.2.2, Oct.04, 2019 ]

File  Server Tools

Step 1: In the eSearch Utility, select the “BOOTP”

p Ping &
item from the “Server” menu. A check mark Nan & e s | Sub-net Mask| Gat
@' Configure Server

should be displayed next to the item after it has
been selected.

<
M Search Server Configuration [UDP] Web

Status

Step 2: Set the “Init Switch” to the “Init Mode”

position.

Step 3: Power-on and reboot the DS-2200 series

module and then click the “Search Servers” button to
search for the DS-2200 series at the same time. Note,
the module sends BOOTP messages about 5 seconds
when booting in Init Mode. If this step is not successful,

reboot the module and execute the search again.
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Step 4: Right click on the name “BOOTP” and then select the “Firmware Update” item from the

popup menu.

m Ping Server
@‘ Configure Server (UDP)

@i_rmware Update >

Locate

@ Copy to Clipboard

I
-
-

ELS

Exit

Configuration [UDP) | Web |

& eSearch Utility [v1.2.2, Oct.04, 2019 ] - a *

File Server Tools

Mame Alias IP Address Sub-net Mask | Gateway | MAC Address

ETIH16 MNIA 10.0.8.222 255.255.0.0 192.168.0.1 00:0d:e0:0f:0c:0

PPDS-720-MTCP  NJA 10.0.8.124 255.255.255.0 10.0.8.254 LR RiE
[BOOTP 00:0D:ED:FF:FF

Step 5: Refer to Steps 4 to 17 in “Chapter 2-Firmware Update Procedure” to complete the update

process. Note, the module will response with no IP address in the BOOTP mode. User has to assign

a valid IP manually in step 5 of page 3.

Step 6: After updating the firmware, disable BOOTP mode from the eSearch utility. By selecting

“BOOTP” item from the “Server” menu.

& eSearch Utility [v1.2.2, Oct.04, 2019 ] — [ >
File  Server Tools
Nan R\ Ping Server 55 | Sub-net Mask | Gateway MAC Address | DHCP | Ve

@' Configure Server

(aTH i

BOOTP
< >
M Search Server Configuration [UDP] | Web | Exit
Status y
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3.2 How to update Firmware when the Different
Network Segment for IP Address of the DS-2200 and
Host PC.

For example, the first time to get the DS-2200 series module, the factory default IP address is
192.168.255.1, but the host PC IP address is 10.0.8.31, refer to the following two methods to update

firmware.

Method 1: Using “Dynamic Host Configuration Protocol (DHCP)” to automatically assigns an IP

address to DS-2200 series module. Follow the procedure described below:

Step 1: Run the eSearch Utility to search for any DS-2200 series modules to the network

Step 2: Double click the name of DS-2200 series to open the “Configure Server (UDP)” dialog box.

& eSearch Utility [v1.2.2, Oct.04, 2019 ] — O >

File Server Tools

Name —— i Sub-net Mask | Gateway MAC Address
5-2215i Tiny 192.168.255. 5.255.0.0 192.168.0.1 00:0d:e 0:ff.ff:6f
ET7HT LA - 255.255.0.0 192.168.0.1 00:0d:e0:0f:0c:0

PPDS-720-MTCP  NfA 10.0.8.124 255.255.255.0 10.0.8.254 iMiRiNiniNI]

. ,

Search Server Configuration [UDF) | ‘Web | Exit
Status A

Step 3: Select the “1: ON” option from the “DHCP:” drop-down menu and click the “OK” button.

Configurs Server (UDF) 9 e — o
D5-2215i

Server Name :

DHCP: on | : [r55.255.00 Alias:  [Tiny

IP Address & Galeway © 192.168.0.1 MALC: |[IEI:I]|:| el
‘Waming!!

Contact your Metwork Administrator to get correct configuration before any changing! 0K I I Cancel

I\

R
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Step 4: Wait 2 seconds and then click the “Search Servers” button again to ensure the DS-2200

series is working well with new configuration.

& eSearch Utility [v1.2.2, Oct.04, 2013 ] — O X

File Server Tools

Name | i Sub-net Mask | Gateway MAC Address
0.0.8.18 [ 0.0.6.254 00:0d:eD

"ETHHG — T 2 . 2h5.255.0.0 192.168.0.1 00:0d:eD:0f:0c:0

PPD5-720-MTCP  NJA 10.0.8.124 255.255.255.0 10.0.8.254 [IRIRiRiR R

O
(E Search Sewe;? Configuration [UDPF] | Web | Exit

Status y

Step 5: Refer to “Chapter 2-Firmware Update Procedure” for details of how to complete the

update process.
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Method 2: Using “Manual configuration” to assigns an IP address to DS-2200 series module. Follow

the procedure described below:

Step 1: Run the eSearch Utility to search for any DS-2200 series modules to the network

Step 2: Double click the name of DS-2200 series to open the “Configure Server (UDP)” dialog box.

@ eSearch Utility [v1.2.2, Oct.04, 2015 ] — O >

File Server Tool

Name q&h&.—‘-l.&ﬂdd,p:ﬁi | Sub-net Mask | Gateway MAC Address
5-2215i Tiny 192.168.255.1 5.2565.0.0 192.168.0.1 00:0d:e0:ff.f:ff
"ETTHHG hits, . 255.255.0.0 192.168.0.1 00:0d:e0:0f:0c:0

PPDS-720-MTCP  NjA 10.0.8.124 255.255.255.0 10.0.5.254 LiHIRIBiRiAi]

@ ,

Search Server Configuration [UDF] | Web | Exit

Status v

Step 3: Select the “0: OFF” option from the “DHCP:” drop-down menu.

Step 4: Contact your Network Administrator to obtain a correct network configuration (such as IP
Address/Sub-net Mask/Gateway). Enter the network settings and click the “OK” button.

Configure Server (UDF) X
Server Name : DS-2215i
7
DHCP: B |u: OFF j Sub-net Mask : |255.255.255.n Alias: |Tiny
IP Address : |1I].I].B.1I]I] Gateway : 0 |1I].I].B.254 MAC: II]I]:I]d:eI]:ff:ﬂ:ff
\
Warning!!
Contact your Network Administrator to get correct configuration before any changing! OK ' A Cancel |
-

j//k ‘_-
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Step 5: Wait 2 seconds and then click the “Search Servers” button again to ensure the DS-2200

series is working well with new configuration.

@ eSearch Utility [v1.2.2, Oct.04, 2015 ] — O X

File Server Tools

Nam i Sub-net Mask | Gateway MAC Address

[) [1.0.8.100 1 1.0.8 J (0:0d:el
ETTHHE —hltA . 255.255.0.0 192.168.0.1 00:0d:e0:0f:0c:0
PPDS-720-MTCP  NjA 10.0.8.124 255.255.255.0 10.0.8.254 LiMiRiRiniRi]

Search Server Configuration [UDP] Web Exit

Step 6: Refer to “Chapter 2-Firmware Update Procedure” for details of how to complete the

update process.
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4. Additional Information

The code contained in the boot loader, which is used to update the firmware image, is not part of
the firmware it-self. This means that, the firmware can still be updated even if the built-in
firmware has been corrupted or does not exist. If the firmware update fails, simply execute the
update procedures again in BOOTP mode, as described in Chapter 3, and the update should be
successful.

The DS-2200 series obtains the IP address assigned by the user and retrieves the firmware image
through the utility program. Note that when updating the firmware, the DS-2200 series uses the
factory-default MAC address rather than any user-defined MAC addresses. The DS-2200 series has
a built-in flash protection feature that prevents any modification to the firmware stored in the flash
memory, before attempting to update the firmware, the “Init Switch” should be set to the “Init”
position and then the DS-2200 series can be powered-on and rebooted to disable the flash
protection. Since the flash memory [EN¥SHR

Flash Protection Firmware Update  Configuration

then becomes writable, the firmware Init No Yes Factory-default
can be updated via the Ethernet |, = Yes No User-defined
network.
Notes:

&Note 1: If the IP address settings do not work correctly (e.g. there is no response to a ping
command), please contact your network administrator to obtain a valid IP address for the DS-2200

SEIIES MOAUIE. .ottt ettt et te e s e e sa e et e steeetaes e saesensesneesassesaessresnns back

& Note 2: If the settings displayed in the IP address field of the firmware update window is incorrect
or invalid (e.g. IP address: 0.0.0.0), then a valid IP address must be manually specified for the
DS-2200 series in order to process the update operation. Please contact your network administrator

to obtain a valid IP address before proceeding.
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A Note 3: When updating the firmware, the factory-default MAC address is used rather than the
user-defined MAC address. Thus, the MAC address (user-defined) displayed in the firmware update
window may not be the one required. If this is the case, the factory-default MAC address should be
manually entered into the MAC Address field, or restore the MAC address to the factory-default

settings via the web configuration pages.

A Note 4: The “BOOTPREQ from MAC: xx-Xx-xX-XX-Xx-xx” message indicates there is a module with
the factory-default MAC address “xx-xx...” that is asking for the firmware to be updated. The update
process will not begin if you assign a user-defined MAC address in the firmware update window,
since the addresses do not match. If this situation occurs, repeat the update procedure and
manually enter the factory-default MAC address in the firmware update window, as described in

Step 5 on Page 4. The firmware update procedure is illustrated in the figure below.

DS-2200 Seies eSearch Utility

>/

TFTP <
! | Acpsthecomecion

A Note 5: BOOTP (Bootstrap Protocol) is defined in RFC-951 and uses UDP ports 67 and 68.

A Note6: TFTP (Trivial File Transfer Protocol) is defined in RFC-1350 and

uses UDP port 69.
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