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1. 98t
Step 1:

a. 7t NAPOPC_ST DA Server 4 JEA=0 5 R I}j;,g%;%z = BRSNS AR R 2
NAPOPC_ST DA Server

# Run as administrator \

Troubleshoot compatibility

Share with >
Pin to Taskbar
Pin to Start Menu

Restore previous versions

allow the following program from an
her to make changes to this computer?

Program name:  MNAPOPC_ST DA Server.exe

Publisher: Unknown
File crigin: Hard drive on this computer
(w) Show details | vesw || N0 |

Change when these notifications appear
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S Nos e NI 3 — SR, 4
Step 2: [fli" | =R EY ) ) 7 NAPOPC_ST DA Server = A0 FRIEEHIEL FISE
[F=5 |Eol %™
@Cv| | » Computer » Local Disk (C:) » ICPDAS » NAPOPC_ST » = | 44 ||| Search naPOPC_ST o
Organize - Open Mew folder =+ [ .@.
¢ Favorites Mame : Date modified Type Size
B Desktop | Client 3/22/2011 215PM  File folder
& Downloads J FAQ 3/22/2011 2:15 PM File folder
L_‘; Recent Places . Manual 372272011 215 PM File folder
- %) deon_pcdll 9/18/2009 5:23 PM Application extens... 64 KB
;J.g Libraries %) I0Ctrl.dll 47272007 3:38 PM Application extens... 216 KB
3 Documents %) MFC42.DLL 4/27/199912:00 AM  Application extens... 973 KB
J? Pusic 4 | module 9/15/2010 1:25 PM Configuration sett... 53 KB
| Pictures 4 | module_ET 9/10/2010 4:37 PM Configuration sett... 6 KB
E Videos i module_FRnet 3/26/201012:14 PM  Cenfiguration sett... 1KE
) MSYCRT.DLL 2/2199912:00 AN Application extens 261 KB
1M Computer | |§? NAPOPCSwr_ST 3/2/2011 4:32 PM Application 860 KBl |
|| README 12/3/201011:12 AM - Text Document & KB
9‘ Network %) Uart.dll 42372010 2:52 PM Application extens... 56 KB

Step 3: E#E ‘Properties’ (Ej+) > ﬁl”'Fk[“[‘_i » ¥ ‘Change settings for all users’ & 3%~ 27

&% NAPOPCSvr_ST Properties (3]

General | Compatibility |5&c1_|nhr| Dietails I Previous ‘u"e.-rsionsl

i you have problems with this program and it worked comecthr on
an earier version of Windows, select the compatibilty mode that
matches that earier version.

Help me choose the settings
Compatibility mode

[ Run this program in compatibility mode far:

Windows ¥P (Service Pack 3)

Settings
[ Run in 256 colors
[] Fun in 540 x 480 screen resclution
[ Dizable visual themes
[ Disable desktop composition
[ Dizable display =caling on high DP| settings

Privilege Level
[] Run this program as an administrator

[ I:ﬁ'[’.lhzlr'lg;pa settings for all users ]

[ OK ] [ Cancel Apphy

¥
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Step 4:

'NAPOPC_ST FAQ No.
Sun/Eva ‘Version ‘1.0.0 ‘Date ‘2011/4/11 Page

PIEERTRABINSTH - [ R EIS ) DR PR

P

-

NAPOPCSvr_ST Properties ==

Compatibility for all users

If you have problems with this program and it worked correctly
on an earlier version of Windows, select the compatibility mode
that matches that earlier version,

Compatibility mode
[] Run this program in compatibility mede for:

Windows XP (Service Pack 3)

Settings
[]Runin 256 colors
|:| Fur in 640 % 480 screen resolution
["| pisable visual themes
[| pizable desktop composition
[ Disable display scaling on high DPI settings

Privilege Lewvel

Run this program as an administrator

K, ][ Cancel H Apply

1-011-TC
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2. MyiAgEt

2.1

F’H}%}?E (3 Server ¥ifH)

Step 1: [ Bl > il > =04 2 % > Windows [ 1 > sERiRAE

@Qﬂﬂ + Control Panel

(=8 Eol ==

b System and Security » Windows Firewall

- l‘y | | Search Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall

'&' Change notification settings

'&' Turn Windows Firewall on or
off

) Restore defaults
fy) Advanced settings

Help protect your computer with Windows Firewall

Troubleshoot my netwerk

How dees a firewall help protect my computer?

What are network locations?

Windows Firewall state:

Incoming connections:

l '@ Home or work (private) networks

On

o
®

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network,

Connected (a)

Metworks at home or work where you know and trust the people and devices on the network

Block all connections to programs that are not on

Step 2: Click on ‘Inbound Rules’ on the left side, then select ‘New Rule’ on the right side

& Windows Firewall with Advance
&% Inbound Rules
&% Outbound Rules

& Connection Security Rules
» B, Monitoring

Step 3:
a.

Name

.Perfurmance Logs and Alerts (DCOM-In)
.Performance Logs and Alerts (DCOM-In)
@ Remote Assistance (DCOM-In)
.Windows Management Instrumentation ...
.Windows Management Instrumentation ...
.Fi\e and Printer Sharing (NB-Name-In)
.Fi\e and Printer Sharing (NB-Name-In)

9 Mew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

¢ &4

Rule Type
Program

Action @)
Profile

Group

Performance Logs and Alerts
Performance Logs and Alerts
Remote Assistance

Windows Management Instr...

Windows Management Instr...

File and Printer Sharing
File and Printer Sharing

Profile

Private..
Domain
Domain
Private..
Domain
Private..

Domain

Enabled
No
Ne
Yes
Ne
No
No
Ne

Wihat type of rule would you like to create?

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Program

Rule that controls connections for a program.

' Port
Rule that controls connections for a TCP or UDP port.

) Predefined:

Core Metworking

Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Inbound Rules

| »

m

Actions

Inbound Rules a

W NewRule.,

5 Filter by Profile b
Y Filter by State »
S Filter by Group 4

View 4
Gl Refresh

Create Frffllty R > (M Il SRRt s ]
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b. & ,f:i’r%d@ NAPOPC_ST AU

g New Inbound Rule Wizard IEI

Il'

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
# Rue Type Does this rule apply to all programs or a specific program?
@ Program
@ Action Al programs
@ Profile Rule applies to all connections on the computer that match other rule properties.
@ Name
@ This program path:
%SystemDrive % \CPDAS\NAPOPC_ST\NAPOPCSvr ST exe [ Browse...| |
BExample: c\pathprogram exe

%:ProgramFiles % \browser \browser exe

c. EE ‘Allow the connection’

& Mew Inbound Rule Wizard @
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
& Program

] @ Allow the connection
- 3T This includes connections that are protected with |Psec as well as those are not.
@ Profile

Allow the connection if it is secure

& Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

d. Profile ZFIf Tff [%‘ﬁ[ﬁ}}%

i New Inbound Rule Wizard @
Profile
Specify the profiles for which this ule applies.

Steps:

@ Rule Type When does this rule apply?

& Program

@ Action Domain

& Profile Applies when a computer is connected to its corporate domain.
@ Name Private

Applies when a computer is connected to a private network location.

Public

Applies when a computer is connected to a public networlk location.
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e. ﬁ@[ﬁ Rule g £ > Mg £15% NAPOPC_ST DA Server

[

ﬂ MNew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ FRule Type
& Program
& Action

@ Profile

& Mame

Step 4:

a. 4 DCOM [ [

Name:
MAPOPC_ST DA Server

Description (optional):
OPC Server

il
i > ;fztﬁﬁp > R E % > Windows [if > S

@Q!“ﬁ b Control Panel » System and Security » Windows Firewall

= l‘? | | Search Control Panel ol

Control Panel Home

Allow a program or feature
through Windows Firewall

'f‘;' Change notification settings

'f‘;' Turn Windows Firewall on or
off

'E‘;' Restore defaults
'E‘;' Advanced settings
Troubleshoot my netwerk

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious seftware from gaining access to your computer
through the Internet or a network.

How dees a firewall help protect my computer?

What are network locations?
l 'ﬂ-‘ Home or work (private) networks Connected (#)

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on
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b. R = BT T Py A o R [EJ—:?,JFI*‘J‘Z/H%LV Performance Logs and Alerts
(DCOM-In)

& Windows Firewall with Advanced Security
File Action View Help

=26 = BE

MName Group Profile Enabled Action =
Outbound Rules — T
%4 Connection Security Rules o] Performance Logs and Alerts  Domain

- B Monitoring ¥ Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts  Private... Mo Allow

@Remote Assistance (DCOM-In) Remote Assistance Domain  Yes Allow E
.Windows Management Instrumentation ... Windows Management Instr... Domain Mo Allow
.Windows Management Instrumentation ... Windows Management Instr.. Private.. No Allow
.File and Printer Sharing (MB-Mame-In) File and Printer Sharing Domain - Mo Allow
.File and Printer Sharing (MB-Mame-In) File and Printer Sharing Private.. Mo Allow
.Network Discovery (MB-Name-In) Metwork Discovery Public Mo Allow
0 M etwenrl Dicrauens (NR-Name-Tn) Metwinrl Micrmverns Private Vec Allraar

C. H‘F [;—Féﬁﬁ—;’dﬁ I#% Performance Logs and Alerts (DCOM-In) [‘J”'F&[’Z/[lﬁK qunl

Perfermance Logs and Alerts (DCOM-In) Properties El

E

| Protocols and Ports I Scope I Advanced I Users
General | Programs and Services I Computers

@ This is a predefined rule and some of its properties cannot
be modified.

General

% MName:
Perdfomance Logs and Alerts (DCOM-In)
Description:

Inbound rule for Performance Logs and Alerts to allow -
remote DCOM activation. [TCP-135]

Enabled
Action
=54 @ Allow the connection
J
“ i ) Mlow the connection i it is secure

) Block the connection

Leam maore about these settings

[ ok || cancel |[ Apply |

A 1= &i: Performance Logs and Alerts (DCOM-In) fy{lit Profile (Domain = Private) fﬂ{%lé

ey at
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2.2 B’H}ﬁ?}ft (BY¥f1 Client $i)
Step 1:

a. &< DCOM [i# '}/ > Eﬂﬁiﬁ E;EJ;[F", > P—Lfﬁufl > SRR = > Windows [ > 1%
.r%i—_

Lo o]

A
@u'“ﬂ v Control Panel » Systern and Security » Windows Firewall - |¢¢| | Search Control Panel 2 |

@

Control Panel H . . .
e . Help protect your computer with Windows Firewall

Allow a PR orfeature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
@ Change notification settings How does a firewall help protect my computer?
# Turn Windows Firewall on or What are network locations?
off - —
'@J Home or work (private) networks Connected (&)
@ Restore defaults \ P o

@ Advanced seftings Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

b. RIpE = RIS 1 g A o R T 1F 7 Performance Logs and Alerts
(DCOM-In)

o Windows Firewall with Advanced Security
File Action View Help

&= 5

P Windows Frewall with Advanc
ame Group Profile Enabled Action
5.“‘__ Connection Security Rules b § Performance Logs and Alerts  Demain
o ‘Lﬂ Menitering &8 Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts ~ Private... Mo Allow
@Remote Assistance (DCOM-In) Remote Assistance Domain  Yes Allow E
.Windows Management Instrumentation ... Windows Management Instr... Domain  No Allow
.Windows Management Instrumentation ... Windows Management Instr... Private.. No Allow
.File and Printer Sharing (NB-Name-In) File and Printer Sharing Dormain Mo Allow
.File and Printer Sharing (NB-Name-In) File and Printer Sharing Private.. Mo Allow
.Ne‘twork Discovery (MB-Mame-In) Metwork Discovery Public Mo Allow
@Ne‘cwork Discovery (MB-Mame-In) Metwork Discovery Private Yes Allow
.Ne‘mrork Discovery (MB-Mame-In) Metwork Discovery Domain Mo Allow
.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing Private.. No Allow
.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing Domain No Allow
.Network Discovery (MB-Datagram-In) Metwork Discovery Public Mo Allow
[T PR R W1 I SPR—— ) Bliesmle Phim o e Pl i Rlo Al
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C. }%f[%ﬁgfﬁ I#% Performance Logs and Alerts (DCOM-In) [‘J”’Fﬁ’v[l* q‘;ﬁ'

Performance Logs and Alerts (DCOM-In) Properties @
| Protocols and Ports I Scope I Advanced I Users
General | Programs and Services I Computers

D This is a predefined rule and some of its properties cannot
= be modified.

General

ﬁ% Mame:
Performance Logs and Alerts {DCOM-In)

Description:

Inbound rule for Pedformance Logs and Alerts to allow -
remote DCOM activation. [TCP-135]

Enabled

Action
S @ Allow the connection

W 71 Alow the connection if it is secure

"~ Block the connection

Leam more about these settings

o) [ caneet ] [ 2omv )

[A\ 1= H.: Performance Logs and Alerts (DCOM-In) fyfl# Profile (Domain =* Private) ﬁﬂﬁlg

Syt

ICP DAS Co., Ltd. Technical document




Classification | NAPOPC_ST FAQ No. 1-011-TC
Author Sun/Eva Version [1.0.0 Date |2011/4/11 |Page 11/24
3. DCOM &=t

i

3.1 DCOM %‘ (}3;??3 Server *de%lj‘)

Step 1:

Step 2: EHFE T PR > 3*@};’, > ypﬁ:qg,.& s By F'%—

Programs (1)
[m3] deomenfy
Files (1)
__| ReadMeswri

i
4= See more results

,[&ﬁ? dcomcenfg.exe & #hi~

| decomenfg.exe

E | | Shut down | » |

o= | Z5EXE 0|

HE LIE=EEE

‘Properties’ [*] FL

[C1 Console Root
a4 #: Component Services
4 [ | Computers

- |1 My Comput

o

A

My
Computer

4 @ Ewvent Yiewer (Local)
» L5 Services (Local)

Refresh all components

Mew Window from Here

Properties \
Help
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Step 3: K EJF%[J#W FgFMI%LDL i

[

MWy Computer Properties

-

e =

Default Protocols

COM Security |

M5DTC |

General

Options |

Default Authentication Level:

Enable Distibuted COM on this computer

[ Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

[Ccnnect

Default Impersonation Level:

The impersonation level specifies whether applications can detemine
who is calling them. and whether the application can do operations
uging the client’s identity.

[ Identify

Securty for reference tracking can be provided if authentication is used
and that the default impersonation level is not anomymous.

[ Provide additional security for reference tracking

Leam maore about setting these properties .

Default Properties

oK || Cancel
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Step 4: pRFREE ‘COM = [F (5 A [ Q‘i‘q\‘@%ﬁ‘%ﬁ@@

My Computer Properties

[ ]z
General I Options | Default Properties
Default Protocols | COM Security MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own pemissions.

Caution: Modifying access pemissions can affect the ability

of applications to start. connect, function and.or run
securshy .

[ Edtumts.. | | EdtDefaut... |

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
determine their own pemissions.

Caution: Modifying launch and activation permissions can

affect the ability of applications to start, connect, function
T andsor un securehy.

[ Edtumts.. | [ EdtDefaut... |

a. W VR > SIS (I %) Everyone FE 117 A Add #7)

Access Permission @
Security Limits

GI’DIJD ar user names:

P dEveryore
‘Q‘ Performance Log Users (WIN-JESQORLTF2V T Peformance ...

52, Distibuted COM Users (WIN-JESORLTF2VT\Distributed C...
52 ANONYMOUS LOGON

[ Add... ][ Remove ]

Permissions for Everyone Allow Dery
Local Access ]
Remote Access ]
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Access Permission @

b. e IV > ISR (Y2 F) Everyone FF 177 Add #7)

Security Limits

GI’DIJP ar User names:

giJ Evenyone

ﬂ Performance Log Users (WIN-JESORLTF2V T Peformance ...
E-iJ Distributed COM Users (WIN-JESORLTF2V T Distrbuted C. ..

= { ANONYMOUS LOGON

[ Add... ] [ Remove ]
Permissions for ANONYMOUS
LOGON Allow Derny
Local Access [l
Femote Access ]

Access Permission @
Default Securty

(Group or user names:

Ei‘-J SELF

ii_‘ SYSTEM

E Adminigtrators (WIN-JESORLTF2YT \Administrators)

| Add... H Remove ]
Pemissions for Everyone Allow Dery
Local Access [l
Remote Access ]
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C. R AT I > RG] (I3 ] Everyone giF 177 Add #7)
Launch and Activation Permission ==
Security Limits
(5roup or UsSer Names:
Mevegore |
.EE_.Mministmtors (WIN-JESORLTF2VT Administrators)
9‘_’, Performance Log Users (WIN-JESORLTF2VT Pefomance ..
9!_ Distributed COM Users (WIN-JESORLTF2VT Distributed C...
[ Add.. ] [ Remove ]
Pemissions for Evernyone Allow Dery
Local Launch [
Remote Launch [
Local Activation ]
Remote Activation ]
d. o TEEETR I > FEFARE (JI% ) Everyone F 17 Add i)

Launch and Activation Permission
Default Securty

GI’CIIJP ar User Nnames:

L SYSTEM
R!‘Mministlaturs (WIN-JESORLTF2V T Administrators)

S INTERACTIVE
[ Add... ] [ Remove ]
Pemissions for Everyone Allow Dery
Local Launch [
Remote Launch [
Local Activation [
Remote Activation [}

Leam about access control and permissions

| ok || Cancel
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Step 5. ¢ NAPOPC_ST .V DCOM 7##[sL
M ﬂ[i%ﬂ% > HE > ZSpuETE > DCOM &t
% File Action View Window Help
e 7B XD o= BE DIEZE
([ Console Root Mame
a B ':CIFI"IFIDHEHt services | COMe Annlications
4 [& Computers P{DCOM Config
4 & My Computer — -
. 7 COM+ Applicatio|| D_”"'?l'j"g mece“ES_ Coondi
. [*] DCOM Config _| hstnbuted Transaction Coordi..
» [ ] Running Processe
» [ Distributed Trans;
s @ Event Yiewer (Local)
> L Services (Local)
b. %7 ' NAPOPC_ST DA Server & » Bl s> | %
[C1 Conscle Root Windo... Windows... Windows R.. WindowsR... Windo...
4 . Component Services
+ 2 Computer s & ﬁ‘ S &
A M)‘ Computer Microsoft  Microsoft MSDAINIT... MsRdpSess.
> ] COM+ Applicatiol| WMI Pro..  WMI Provi... Appllcatl...
- || DCOM Config
- || Running Processe ﬁ ﬁ ﬁ' ﬁ ﬁ
> L] Distributed Transi | \p pgent Nap Elevated (GG NCLUA  NDFAPI
4 g Event Viewer (Local) Service COM class
» L Services (Local) View 4
ﬁ ﬁ ﬁ Properties
netprofm  MNetwork and  OpcEnum EfSEart o]l
C. F%JL_L ESN

| General | Location | Security | Endpoints | Identity |

Launch and Activation Pemissions

@ Use Default

() Customize Edit_
Access Permissions

@ Use Default

() Customize Edit_

Conrfiguration Permissions

i) Use Defautt

@ Customize
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d. Y

NAPOPC_ST DA Server Properties (B[]

| General | Location I Security | Endpairts | Idertity |

Which user accourt do you want to use to run this application?

() The interactive user.
(@ The launching user.

() This user.

The system account (services anly).

e H AR

o = E*J“‘?fpj“ # (The interactive user)
i P*ﬁ“?%/@“ﬂw%mﬁﬁﬁw%“@h B P T VRN -
ﬁlﬁ[ FI HE[ F' ]El J—*‘J ﬁﬂ ( Flf“[ ;Ftpl J:QEW:E'F?LIE‘IMJI‘%H i ’4 :f‘I)

L Ffﬁ‘EﬁE‘J EIF' # (The launching user)
—LIFBH }JF‘EFI iy IFBH (gghjff,sr }JFHIEIH :g) F' Sk A If{:[ | Fl\j\iﬂljﬁgn R I
i Lo e s B L A R A S o O
ﬁ%ﬁﬁﬁﬁEWW%ﬂ

o iﬁl” j~’[J ffli¥ 1% (This user)
C R 2 ﬁfﬁ#%ﬁ%“ A 1) A R R < T - [
N?“ﬁ“ﬁp BAIKRE « (] ATt - Tt G e )
[ _,s%i:][];%*'l (The system account)

LA P 'ﬁbf@alli[g¢¢Wnﬁ%?@ﬁ @ IR
i%w@“ (T 18)
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3.2 DCOM r%‘fé_ (737 Client &)

Step 1: ?%’F'ﬁlilﬁ%éﬁ‘ dcomenfg.exe &=

Programs (1)

w5 dcomenfg
Files (1)

|| ReadMeawri

—
4~ See more results

| dcomenfg.exe

s« | | Shutdown | » |

Step 2: R 7 (IR > 54 > DVER = BT eER ‘PJ?}"

o= | 75EXE 0|

L= 1 =

[C1 Console Root
a4 #: Component Services
4 [ | Computers

- |1 My Comput

o

A

My
Computer

4 @ Ewvent Yiewer (Local)
» L5 Services (Local)

Refresh all components

Mew Window from Here

Properties \

Help
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Step 3: K EJF%[J#W FgFMI%LDL i

[

MWy Computer Properties

-

e =

Default Protocols

COM Security |

M5DTC |

General

Options |

Default Authentication Level:

Enable Distibuted COM on this computer

[ Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

[Ccnnect

Default Impersonation Level:

The impersonation level specifies whether applications can detemine
who is calling them. and whether the application can do operations
uging the client’s identity.

[ Identify

Securty for reference tracking can be provided if authentication is used
and that the default impersonation level is not anomymous.

[ Provide additional security for reference tracking

Leam maore about setting these properties .

Default Properties

oK || Cancel
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Step 4: & FREEE COM % 3 [ i » [ [IFREE FEE AL
My Computer Properties @I
General I Options | Default Properties
Default Protocols | COM Security | MSDTC
Access Permissions
You may edit who is allowed default access to applications. You may
alzo set limits on applications that detemine their own pemissions.
Caution: Modifying access pemissions can affect the ability
of applications to start, connect, function andAor un
T securehy.
| Editlmis.. | | EditDefauk.. |
Launch and Activation Permissions
You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.
Caution: Modifying launch and activation permissions can
affect the ability of applications to start. connect, function
andor run securehy .
| Edilmis.. | | EditDefauk.. |
~[ » —;‘:'
a. %‘E 1

[

Access Permission

Security Limits

GI'GIIJFI ar user names:

b JEveryore
"ﬂ‘ Performance Log Users (WIN-JESQORLTF2WT Peformance ...

52 Distributed COM Users (WIN-JESORLTF2VTDistributed C_.
52 ANONYMOUS LOGON

[ 2 =]

[ Add... ][ Remove ]

Pemissions for Everyone Allow Dery
Local Access [
Remote Access 0

TVRBIEL > SR (1= Everyone i1~ 2] Add Fiid)
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Access Permission @

Security Limits

GI’DIJP ar User names:

giJ Evenyone

ﬂ Performance Log Users (WIN-JESORLTF2V T Peformance ...
E-iJ Distributed COM Users (WIN-JESORLTF2V T Distrbuted C. ..

= { ANONYMOUS LOGON

[ Add ] [ Remove ]
Permissions for ANONYMOUS
LOGON Allow Derny
Local Access [l
Femote Access ]

b. & S IVREEL > AERHRE (1) Everyone i F 15 "] Add Fit)

Access Permission @
Default Security |

GI‘DIJD ar user names:

5 SELF

52 5YSTEM

.iijﬂdministlators (WIN-JESORLTF2V T Administratars)

| Add... I[ Remove ]

Pemissions for Everyone Allow Dery
Local Access ]
Flemote Access O
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Launch and Activation Perrmission

Securty Limits

[ 2 =]

GI’DIJD ar user names:

MEveore |

91 Administrators (WIN-JESORLTF2V T Administrators)
5‘; Performance Log Users (WIN-JE3CRLTF2VT Peformance ...
Ei‘ Distibuted COM Users (WIN-JESCORLTF2V T Distrbuted C...

[

Add... ][ Remave ]

Permissions for Everyone

Allow Dery

Local Launch
Remote Launch
Local Activation
Remote Activation

MEEE
OOEOEO

_r‘

& TR M > SRR

Launch and Activation Permission

Default Security
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C. L IR I > SRR (16012 | Everyone g1 | Add #i)

M (Y['}Ni% | Everyone ﬁ%ﬁg[ 70| Add $r)

GI'CIIJD ar user Nnames:

52 SYSTEM

S8 INTERACTIVE

Rﬂﬁdministlatnrs WIN-JESORLTF2VT Administrators)

[

Add... ][ Remove ]

Permissions for Everyone

Allow Dermy

Local Launch
Remote Launch
Local Activation
Remote Activation

HEEE
EE S

Leam about access control and pemissions

| ok || cance |
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Step 5:

0

Windows XP bﬂFﬁ Server ¥ .JEJJ‘?
ﬁ*%i Windows XP i NAPOPC_ST 9t

;lv':ko

b.

F'ﬁ

R

=S

> ﬂﬁ“ﬂfl > FRECEE T S o B R =

s s = {U] ‘4.2.2 Configuring On the Server Site’
T TS Windows 7 1

fi

JESHE

48 Administrative Tools

and Folder Tasks

Share this Folder

er Places

Conkrol Panel

My Docurments
Shared Documents
My Cornpuker

Iy Metwaork Places

= AR > A=

i HH

£ Local Security Settings

Component Services

Shartcut
2KB
A Data Sources (ODBC) i
@l Shortout ‘o
2KB g

Local Security Palicy
Sharkcut
2FKB

Computer Management
Shartout

i 2KE

Event Viewer
Shortcut
2EB

Microzoft MET Framework 1.1
Configuration
Sharkzut

Microzoft MET Framework 1.1 Performarnce
WWizards Shorbzut
Shartzut 2 kR
Services
Shortout
2FKEB
= M &fﬂ S TVt R Everyone AN E'J?U% 11

. Metwork access:

File Action ‘iew Help
& B 2
@ Security Settings Pualicy Security Setting
(8 Accourt Pgllmes Microzaft network client: Send unencrypted password to third-party SMEB servers Dizabled
=8 %Cil :9";"3'? icrogoft network, server: dmount of idle time required before suzpending zession 15 minutes
o8 Uu ItH,O;:;"'I bssi Microzaft network server: Digitally sign communications [always) Dizabled
8 S:E[uitlgﬂ stioisslgnmer Microsoft network, server: Digitally sign communications [if client agrees) Dizabled
(3 Public Ke_l,lkll-‘ol:z:ies Microzaoft netwark server: Dizconnect clisnts when logon haurs expire Enablzd
[ Seftware Rrestiction Polici Network access: Allow anonymous S0 /Mame translation Dizabled
lg IP Security Policies on Lot Network acceszs: Do not allow anongmous enumeration of SAk accounts Enabled
Do not allow anonymous enumeratlon of SAM accounts and shares Dlsahled

Named Plpes that can be accessed anonymouzly
Remoately accessible registry paths

Metwork access:
MNetwork access:
==

CDMNAP COMMNOD...

System\CurrentContr..
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c. ¥ ‘Enabled’ ’?TE'J

Hetwork access: Let Everpone permissions apply to anonymous . ['E]E]

g:r_.
Eyd users

(¥ Enabled
(" Dizabled

Local Security Setting | Ex=plain This Setting

.8 Metwaork accesz Let Evenyone permizzions apply to anongmoLis
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