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How to configure NAPOPC_ST DCOM on Windows 7?

Applies to :
Platform OS version NAPOPC version
PC Windows 7 32 bits NAPOPC_ST v3.20

Professional

This FAQ is a configuration description for NAPOPC_ST DA Server on Windows 7 32 bits
Professional Operating System, including the firewall and DCOM configuration when it is used
on the Server-side and the Client-side.

The Steps:
1. Installation

Install the NAPOPC_ST DA Server on Windows 7 32 bits Professional Operating System.

2. Firewall Configuration

Configure the firewall of NAPOPC_ST on Windows 7 32 bits Professional Operating System
when it is used on the Server-side or the Client-side.

3. DCOM Configuration

Configure the DCOM of NAPOPC_ST on Windows 7 32 bits Professional Operating System
when it is used on the Server-side or the Client-side.
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1. Installation

Step 1:
a. Use mouse to right-click on the installing program icon of NAPOPC_ST DA Server,
select the item ‘Run as administrator’.

# Run as administrator
Troubleshoot compatibility

Share with >
Pin to Taskbar
Pin to Start Menu

Restore previous versions

b. Click on ‘Yes'.

0 allow the following program from an
olisher to make changes to this computer?

Program name:  MNAPOPC_ST DA Server.exe

Publisher: Unknown
File crigin: Hard drive on this computer
(w) Show details | Yesw || No |

Change when these notifications appear
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Step 2: Right-click on the main program ‘NAPOPCSvr_ST’ of NAPOPC_ST DA Server

[B=5(Eew =)
=
@uv| | » Computer » Local Disk (C:) » ICPDAS » NAPOPC_ST » ~ [ 43 || Search NaPOPC_ST )
Organize » Open Mew folder =+ 0 @
¢ Favorites Mame ‘ Date modified Type Size
Bl Desktop ) Client 3/22/2011 215 PM File folder
4 Downloads | FAQ 372272011 215 PM File folder
| Recent Places , Manual 3/22/2011 215 PM File folder
L %) deon_pc.dll 9/18/2009 5:23 PM Application extens... 54 KB
- Libraries i %) 10Ctrl.dll 4/2/2007 3:38 PM Application extens... 216 KB
3 Documents %) MFC42.DLL 4/27/199912:00 AM  Application extens... 973 KB
J? Music 4 | module 9/15/20101:25 PM Configuration sett... 53 KB
| Pictures £ | module_ET 9/10/2010 4:37 PM Configuration sett... 6 KB
B videos % module_FRnet 3/26/201012:14 PM  Cenfiguration sett... 1KE
& MSYCRT.DLL 2021999 12:00 AN Apoli )
1M Computer |a§? NAPOPCSwr_ST 3/2/2011 4:32 PM Application 860 I{Bl
|| README 12/3/201011:12 AM  Text Document 6 KB
9‘ Netwaork %) Uart.dll 4/23/2010 2:52 PM Application extens... 56 KB

Step 3: Select ‘Properties’ > ‘Compatibility’, Click on ‘Change settings for all users’

&% NAPOPCSvr_ST Properties

(=)

General | Compatibility |5&c1_|nhr| Dietails I Previous ‘u"e.-rsionsl

i you have problems with this program and it worked comecthr on
an earier version of Windows, select the compatibilty mode that

matches that earier version.
Help me choose the settings
Compatibility mode

[ Run this program in compatibility mode far:

Windows ¥P (Service Pack 3)

Settings
[ Run in 256 colors
[] Fun in 540 x 480 screen resclution
[ Dizable visual themes
[ Disable desktop composition
[ Dizable display =caling on high DP| settings

Privilege Level
[] Run this program as an administrator

[ I:ﬁ'[’.lhzlr'lg;pa settings for all users ]

ok |

Cancel

Apply
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Step 4:
Check the box ‘Run this program as an administrator’

P a

NAPOPCSur_ST Properties ==

Compatibility for all users

If you have problems with this program and it worked correctly
an an earlier version of Windows, select the compatibility mode
that matches that earlier version.

Compatibility mode
[ Run thiz program in compatibility mede for:

Windows XP (Service Pack 3)

Settings
[ Runin 256 colors
|:| Furn in 640 x 480 screen resolution
[ Disable visual themes

[ Disable desktop composition
[ Disable display scaling on high DPI settings

Privilege Level

Run this program as an administrator

(04 ][ Cancel H Apply ]
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2. Firewall Configuration
2.1 Setting the firewall (Server-side)

Step 1: Click ‘Start’ > ‘Control Panel’ > ‘System and Security’ > ‘Windows Firewall’ >
‘Advanced settings’

(=8 EoR~=

Search Control Panel o

@

@Uﬂﬂ » Control Panel » Systern and Security » Windows Firewall - |¢?|

Control Panel H . - .
e Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
¥ Change notification settings How does a firewall help protect my computer?
I Turn Windows Firewall on or What are network locations?
off - -
= %711 . [
B Restore defaults l @ Home or work (private) networks Connected (4

¥ Advanced settings Metworks at home or work where you know and trust the people and devices on the network

Troubleshoot my netwerk
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

Step 2: Select ‘Inbound Rules’ on the left side, then select ‘New Rule’ on the right side.

i Windous Firewall with Advance B ITT Lot (=5 Actions
I3 Inbound Rules . .
Name Group Profile  Enabled  Action || Inbound Rules =
&5 Outbound Rules =
%, Connection Security Rules .Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts  Private..  No Allow & NewRule..
. Manitoring .Perfurmance Logs and Alerts (DCOM-In)  Peformance Logs and Alets - Domain - No Allow T Filter by Profils »
@ Remote Assistance (DCOM-In) Remote Assistance Domain  Yes Allow |= )
i ! i W Filter by State 4
.Wmdows Management Instrumentation ... Windows Management Instr...  Privete.. No Allow
.Windows Management Instrumentation ... Windows Management Instr.. Domain  No Allow ' Filter by Group 4
.Fi\e and Printer Sharing (NB-Name-In) File and Printer Sharing Private.. No Allow View )
.Fi\e and Printer Sharing (NB-Name-In) File and Printer Sharing Domain - Neo Allow 5 Refrech
- Gl Refres

Step 3:
a. Set up the new firewall rule type as the following picture.

9 Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type Wihat type of rule would you like to create?

& Program

@ Action @ Program

@ Profile Rule that controls connections for a program.
@ MName ) Port

Rule that controls connections for a TCP or UDP port.
) Predefined:
Core Metworking
Rule that controls connections for a Windows experience.

» Custom
Custom rule.
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F

9 MNew Inbound Rule Wizard

Program

Specify the full program path and executable name of the program that this rule matches.

@ This program path:
% SystemDrive SN\CPDAS\NAPOPC_STANAPOPCSvr_ST.exe

Example: c\pathprogram .exe
%ProgramFiles .\browser'browser exe

Steps:

@ Rue Type Does this rule apply to all programs or a specific program?

& Program

@ Action 1 All programs

@ Profie Fule applies to all connections on the computer that match other rule properties.
@ Name

Browse...

| )

In the step ‘Action’, select ‘Allow the connection’

9 MNew Inbound Rule Wizard
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Rule node.

Check all the setting items in the step ‘Profile’

ﬁ Mew Inbound Rule Wizard
Profile
Specify the profiles far which this rule applies.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
& Program

] @ Allow the connection
- 3T This includes connections that are protected with |Psec as well as those are not.
@ Profile

Allow the connection if it is secure

& Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Steps:

@ Rule Type When does this rule apply?

@ Program

@ Action Demain

& Profile Applies when a computer is connected to its corporate domain.
@ Name Private

Public

Applies when a computer is connected to a public network location.

Applies when a computer is connected to a private network location.
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e. Give a name for the new rule, for example, ‘NAPOPC_ST DA Server’

[

0 Mew Inbound Rule Wizard IEI
Name

Specify the name and description of this rule.

Steps:

@ PRule Type

& FProgram

@ Action

@ Profile Name:
MNAPOPC_ST DA Server

& Mame
Description (optional):
OPC Server

Step 4.

a. Set up the DCOM Firewall

Click ‘Start’ > ‘Control Panel’ > ‘System and Security’ > ‘Windows Firewall’ >
‘Advanced settings’

-0 el

@u!“ﬁ b Control Panel » System and Security » Windows Firewall - |‘¢ | | Search Control Panel jel l
(7]

Control Panel Home L

Help protect your computer with Windows Firewall

Allow a program or feature

! ) Windows Firewall can help prevent hackers or malicious seftware from gaining access to your computer
through Windows Firewall

through the Internet or a network.

' Change notification settings How does a firewall help protect my computer?

@ Turn Windows Firewall on or What are network locations?

off -
5 ) i (~
@ Restore defaults l a Home or work (private) networks Connected (~

% Advanced settings Metworks at home or work where you know and trust the people and devices on the network

Troubleshoot my netwerk
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on
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b. Select ‘Inbound Rules’ on the left side, and then double click ‘Performance Logs and
Alerts (DCOM-In)’ on the right side. (Two rules: Domain & Private)

& Windows Firewall with Advanced Security
File Action View Help

«=|5E = BHE

@ Windows Firewall with Advance

> B, Menitoring

Profile

Enabled

Action

['::3‘ Perfermance Logs and Alerts (DCOM-In}  Performance Logs and Alerts
Perfermance Logs and Alerts (DCOM-In)  Performance Logs and Alerts

Domain
Private...

Allow

@Remote Assistance (DCOM-In) Remote Assistance
.Windows Management Instrumentation ... Windows Management Instr...
.Windows Management Instrumentation ... Windows Management Instr...

.File and Printer Sharing (MB-Mame-In) File and Printer Sharing
.File and Printer Sharing (MB-Mame-In) File and Printer Sharing
. Metwork Discovery (NB-Mame-In) Metwork Discovery
(3 M etwinele Nicrauens (NR-Marme-Tnl Metwnrl Misroens

Domain
Domain
Private...
Domain
Private...
Public

Drivate

Mo
Mo
Vec

c. Set up ‘Performance Logs and Alerts (DCOM-In)’ as the following picture.

E

Perfermance Logs and Alerts (DCOM-In) Properties

[l

| Protocols and Ports I Scope I Advanced I Users

General | Programs and Services I Computers

@ This is a predefined rule and some of its properties cannot
be modified.

General

MName:
% Perdfomance Logs and Alerts (DCOM-In)
Description:

Inbound rule for Performance Logs and Alerts to allow -
remote DCOM activation. [TCP-135]

Enabled

Action
=54 @ Allow the connection

* Y
“ ' ) AMllow the connection if it is secure

~1 Block the connection

Leam maore about these settings

ok [ Caneal ] [ oy

Allow
Allow
Allow
Allow
Allow
Allow
Allraar

Inbound Rules
Inbound Rul T T P P T |
[[IR Inbound Rules | Neme Group

Cutbound Rules
% Connection Security Rules

-~

m

A NOTE: User has to set up both profiles (Domain & Private) of ‘Performance Logs and
Alerts (DCOM-In)’.
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2.2 Setting the firewall (Client-side)
Step 1:
a. Set up the DCOM firewall

Click ‘Start’ > ‘Control Panel’ > ‘System and Security’ > ‘Windows Firewall’ >
‘Advanced settings’

o
@u'“ﬂ v Control Panel » Systern and Security » Windows Firewall - |¢¢| | Search Control Panel 2 |

Control Panel H . . .
e . Help protect your computer with Windows Firewall

Allow a PR orfeature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
'@ Change notification settings How does a firewall help protect my computer?
'@' Turn Windows Firewall on or What are network locations?
off - —
, '@ Home or work (private) networks Connected (&)
'@' Restore defaults \ P =

@I Advanced seftings Networks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

b. Select ‘Inbound Rules’ on the left side, and then double click ‘Performance Logs and
Alerts (DCOM-In)’ on the right side (Two rules: Domain & Private)

g Windows Firewall with Advanced Security
File Action View Help

as|xE = d3

@ Windows Firewall with Advance| JETE e T 5
Iiinbound Rules Mame Group Profile Enabled Action

Outbound Rules
Y Connection Security Rules
» B, Moenitoring

-

Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts
¥ Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts ~ Private.. No Allow
@Remoteﬁssistance(DCOM-InJ Remote Assistance Domain Yes Allow
.Windows Management Instrumentation ... Windows Management Instr.. Domain No Allow

m

.Windows Management Instrumentation ... Windows Management Instr... Private.. No Allow
.File and Printer Sharing {(MB-Name-In) File and Printer Sharing Doemain Mo Allow
.File and Printer Sharing (MB-Name-In) File and Printer Sharing Private.. No Allow
.Ne‘twork Discovery (MB-Mame-In) Metwork Discovery Public Mo Allow
@Ne‘twork Discovery (MB-Mame-In) MNetwork Discovery Private Yes Allow
.Ne‘twork Discovery (MB-Mame-In) MNetwork Discovery Domain Mo Allow
.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing Private.. Mo Allow
.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing Domain Mo Allow
.Ne‘twork Discovery (MB-Datagram-In) MNetwork Discovery Public Mo Allow

[T e PY o FRIP Pt e T [ — TN T [ mio T
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c. Setup ‘Performance Logs and Alerts (DCOM-In)’ as the following picture.

-

Performance Logs and Alerts (DCOM-In) Properties @
| Protocols and Ports I Scope I Advanced I Users
General | Programs and Services I Computers

i This is @ predefined rule and some of its properties cannat
=" be modified.

General

MName:
% Performance Logs and Alerts (DCOM-In)

Description:

Inbound rule for Pedformance Logs and Alerts to allow -
remote DCOM activation. [TCP-135]

Enabled

Action
3 @ Allow the connection

“ W ) Allow the connection ff it is secure

) Block the connection

Leam maore about these settings

[ ok || cancel |[ Apply

)

A NOTE: User has to set up both profiles (Domain & Private) of ‘Performance Logs and

Alerts (DCOM-In)’.
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3. DCOM Configuration

3.1

Setting the DCOM (Server-side)

Step 1: Execute the program ‘dcomcnfg.exe’ from the ‘Start’ menu

Programs (1)
[m3] deom cnfg

Files (1)

|| ReadMeawri

4 See more results

|dcomcnfg.exe x| | Shut down | » |

Step 2: Select ‘Component Services’ > ‘Computers’, mouse right-click on ‘My Computer’ to

select ‘Properties’

e 2E XD BE) LI E

[L1 Console Root N
4 2. Component Services L=
a4 | Computers My
- ikl My Computer Computer
4 @ Event Yiewer (Local) Refresh all components

» s Services (Local)
) Mew Window from Here

Properties \
Help
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Step 3: Set up ‘Default Properties’ as the following picture.

I

My Computer Properties @
Defautt Protocols | COM Security | MSDTC |
General I Options | Default Properties

Enable Distibuted COM on this computer
[] Enable COM Intemst Services on this computer
Default Distibuted COM Communication Properties
The Authentication Level specifies security at the pachket level.

Default Authentication Level:
[Ccnnect b

The impersonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
[ Idertify -

Securty for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[] Provide additional security for reference tracking

Leam more about getting these properties.

QK ] [ Cancel Apply

Date | 2011/4/11

-

No.
Page
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Step 4: Set up ‘COM Security’ as the following picture.
My Computer Properties @I
General I Options | Default Properties
Default Protocols | COM Security | MSDTC

a. Set up ‘Access Permissions’ > ‘Security Limits’ (If there is no ‘Everyone’ item, please

add one.)

Access Permissions

You may edit who is allowed default access to applications. You may

alzo set limits on applications that detemine their own pemissions.

Caution: Modifying access pemissions can affect the ability

of applications to start, connect, function andAor un
securchy.

| Edilmis.. | | EditDefauk.. |

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
detemine their own pemissions.

Caution: Modifying launch and activation permissions can

affect the ability of applications to start. connect, function
and.for un securehy.

| Editimits.. | | EdiDefauk.. |

Access Permission @

Security Limits

GI’DIJP Or user names:

PdEveyone
‘Q‘ Perfarmance Log Users (WIN-JESORLTF2VT Peformance ...

52, Distributed COM Users (WIN-JESORLTF2VT Distributed C_.
52 ANONYMOUS LOGON

[ Add... ][ Remove ]

Pemissions for Everyone Allow Dery
Local Access [
Remote Access 0
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Access Permission @

b. Set up ‘Access Permission’ > ‘Default Security’ (If there is no ‘Everyone’ item, please

add one.)

Security Limits

GI’DIJP ar User names:

giJ Evenyone
ﬂ Performance Log Users (WIN-JESORLTF2V T Peformance ...
E-iJ Distributed COM Users (WIN-JESORLTF2V T Distrbuted C. ..

S A ANONYMOUS LOGOM

[ Add... ] [ Remove ]
Permissions for ANONYMOUS
LOGON Allow Derny
Local Access [l
Femote Access ]

Access Permission @
Default Securty

(Group or user names:

Ei‘-J SELF

ii_‘ SYSTEM

E Adminigtrators (WIN-JESORLTF2YT \Administrators)

| Add... H Remove ]
Pemissions for Everyone Allow Dery
Local Access [l
Remote Access ]
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c. Set up ‘Launch and Activation Permission’ > ‘Security Limits’ (If there is no
‘Everyone’ item, please add one.)

Launch and Activation Permission ==
Securty Limits

GI'CIIJD Or User names:

MEveyore |

.%Mministmturs (WIN-JESORLTF2VT  Administrators)
9‘_’, Performance Log Users (WIN-JESORLTF2VT \ Performance ..
9@_ Distributed COM Users (WIN-JESORLTF2VT Distrbuted C...

[ Add ] [ Remove ]
Permissions for Everyone Allow Derny
Local Launch [l
Remote Launch [l
Local Activation [l
Remote Activation [

d. Set up ‘Launch and Activation Permission’ > ‘Default Security’ (If there is no
‘Everyone’ item, please add one.)

Launch and Activation Permission
Default Security

GI'CIIJD ar user Nnames:

5?) SYSTEM
EIJ Administrators (WIN-JESORLTF2VT Administratars)

82 INTERACTIVE
[ Add... ] [ Remove ]
Permissions for Everyone Allow Dermy
Local Launch [
Remote Launch [l
Local Activation [l
Remote Activation [l

Leam about access control and pemissions

| ok || cance |
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C.

Step 5: Configure the DCOM security of NAPOPC_ST

Select ‘Component Services’ > ‘Computers’ > ‘My Computer’ > ‘DCOM Config’

2. File Action View Window

ez | #EXE o

= HE LB

Help

S et
|oazaci

[ Conscle Root
4 % Component Services

Mame

| CObe Apnlicatione
— Lai

4 [ | Computers

5| DCOM Cenfig

4 (& My Computer
» [ COM+ Applicatio
[ ] DCOM Cenfig

> || Running Processe
“I Pictribidad Trane:

_]Hunmng Frocesses
| Distributed Transaction Coordi...

Right-click on ‘NAPOPC_ST DA Server’ to select ‘Properties’

[C1 Console Root
4 % Component Services
a [ | Computers
a (& My Computer
| COM+ Applicatio
- ] DCOM Config
|| Running Processe

Windo... Windows... Windows R... Windows R...  Windo..

ﬁ‘ﬁ‘ﬁ'ﬁ'ﬁ‘

Microsoft  Microsoft MSDAINIT... MsRdpSess.
WMI Pro..  WMI Provi...

g & & & &

Appllcatl...

» [ Distributed Transi |\ 0p pgent Nap Elevated [OJO@E]  NCLUA  NDFAPI
' @ Event Viewer (Local) Cervice COM class
» L Services (Local) View 4
ﬁ ﬁ ﬁ Properties
netprofm  Metwork and  OpcEnum T OpeERSeEart o
Set up ‘Security’ as the following picture
| General | Location | Securty | Endpoints | Identity |
Launch and Activation Permissions
@ Use Default
(7 Customize Edit
Access Pemissions
@ Use Default
(7 Customize Edit
Configuration Pemissions
(71 Use Default
©cuni

ICP DAS Co., Ltd. Technical document




No.
Page

1-011-E
17/24

Classification  NAPOPC_ST FAQ
Author Sun/Eva ‘Version ‘1.0.0 ‘Date ‘2011/4/11

d. Set up ‘Identity’

NAPOPC_ST DA Server Properties ==

| General I Location I Security | Endpoints | Identity |

Which user account do you want to use to run this application?

(™) The interactive user.
i@ The launching user.

(™) This user.

The system account (services only).

Description:

® The interactive user
Click to specify that the application runs under the identity of the user who is currently
logged on to the computer. This user's security credentials are used when the application is
authenticated to access resources. (The Windows Desktop login is required, and the login
account must be the same as the connecting account.)

® The launching user
Click to specify that the application runs using the security context of the user who started
the application (the launching user) so that the application can be authenticated in the
domain. The launching user may be the same as the interactive user. (The application must
be executed first, and the executing account must be the same as the connecting account.)

® This user
Click to specify that the application runs using the security context of the specified user
account so that it can be authenticated in the domain. Type the user name and password.
(It can connect without login the Windows Desktop, and the application is executed and
secured by the assigned user name and password.)

® The system account
Click to specify that the server application runs using the security context of the built-in
System account. This option is available only for applications that are installed as a service.
(Not support)
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3.2 Setting the DCOM (Client-side)

Step 1: Execute the program ‘dcomcnfg.exe’ from the Start menu

Programs (1)
[m3] deom cnfg

Files (1)

|| ReadMeawri

4 See more results

|dcomcnfg.exe b4 | | Shut down | » |

Step 2: Click ‘Component Services’ > ‘Computers’. Mouse right-click on ‘My Computer’ and
select ‘Properties’.

| #E XD | BE) LD EE

[L1 Console Root N
4 ®. Component Services =
a [ | Computers My
- ikl My Computer Computer
4 @ Event Yiewer (Local) Refresh all components

» s Services (Local)
) Mew Window from Here

Properties \

Help
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Step 3: configure ‘Default Properties’ as the following picture.

I

My Computer Properties @
Defautt Protocols | COM Security | MSDTC |
General I Options | Default Properties

Enable Distibuted COM on this computer
[] Enable COM Intemst Services on this computer
Default Distibuted COM Communication Properties
The Authentication Level specifies security at the pachket level.

Default Authentication Level:
[Ccnnect b

The impersonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
[ Idertify -

Securty for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

[] Provide additional security for reference tracking

Leam more about getting these properties.

QK ] [ Cancel Apply

Date | 2011/4/11

-

No.
Page
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Step 4: configure ‘COM Security’ as the following pictures.
My Computer Properties @I
General I Options | Default Properties
Default Protocols | COM Security | MSDTC

Access Permissions

You may edit who is allowed default access to applications. You may
alzo set limits on applications that detemine their own pemissions.

Caution: Modifying access pemissions can affect the ability

of applications to start, connect, function andAor un
securchy.

| Edilmis.. | | EditDefauk.. |

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or

activate objects. You may also set limits on applications that
detemine their own pemissions.

Caution: Modifying launch and activation permissions can

affect the ability of applications to start. connect, function
and.for un securehy.

| Editimits.. | | EdiDefauk.. |

a. Select ‘Access Permission’ > ‘Security Limits’

(Please ‘Add’ the item ‘Everyone’ if you don’t have it)

Access Permission @
Security Limits

GI’DIJP or user names:

b dEveyone
‘Q‘ Perfarmance Log Users (WIN-JESQORLTF2WVT Peformance ...

52, Distributed COM Users (WIN-JESORLTF2VTDistributed C_.
52 ANONYMOUS LOGON

[ Add... ][ Remove ]

Pemissions for Everyone Allow Dery
Local Access [
Remote Access 0
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Access Permission

Security Limits

)

GI’DIJP ar User names:

giJ Evenyone
ﬂ Performance Log Users (WIN-JESORLTF2V T Peformance ...
E-iJ Distributed COM Users (WIN-JESORLTF2V T Distrbuted C. ..

S A ANONYMOUS LOGOM

Add ] [ Remove ]
Permissions for ANONYMOUS
LOGON Allow Derny
Local Access [l
Femote Access ]

b. Select ‘Access Permission’ > ‘Edit Default...’
(If there is no ‘Everyone’ item, please add one.)

5 SELF

Access Permission

Default Security |

(7 =

GI’DIJD ar user names:

52 5YSTEM
?ﬁj Administrators (WIN-JESORLTF2V T Administratars)

| Add... I[ Remove ]

Pemissions for Everyone Allow Dery
Local Access ]
Flemote Access O
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c. Select ‘Launch and Activation Permission’ > ‘Security Limits’
(If there is no ‘Everyone’ item, please add one.)
Launch and Activation Permission [ % |[=3]
Securty Limits
GI’DIJP ar user names.
W deveyore |
.%ﬂdministmturs (WIN-JESORLTF2VT  Administrators)
9‘_’, Performance Log Users (WIN-JESORLTF2VT \ Performance ..
9@_ Distributed COM Users (WIN-JESORLTF2VT Distributed C...
[ Add ] [ Remove ]
Permissions for Everyone Allow Derny
Local Launch ]
Remote Launch [l
Local Activation [l
Remote Activation [
d. Select ‘Launch and Activation Permission’ > ‘Edit Default...’

(If there is no ‘Everyone’ item, please add one.)

Launch and Activation Permission
Default Securty

GI’CIIJP ar User Nnames:

EIJ SYSTEM
gﬂ Administrators (WIN-JESORLTF2VT \Administrators)

.ELINTEHACTIUE
[ Add... ] [ Remove ]
Pemissions for Everyone Allow Dery
Local Launch [
Remote Launch [
Local Activation [
Remote Activation [}

Leam about access control and permissions

| ok || cance |
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Step 5:

When using Windows XP as a Server, user need to configure NAPOPC_ST on the
Windows XP (Please refer to the manual ‘4.2.2 Configuring On the Server Site’),
besides, user must complete the following setups to well connect with Windows 7.

a.

Click ‘Start’ > ‘Control Panel’ > ‘Administrative Tools’, and then double click ‘Local

Security Policy’.

S Adrinistrative Tools

and Folder Tasks

Share this Folder

er Places

Conkrol Panel

My Docurments
Shared Docurnents
My Computer

Iy Metwark Places

Component Services
Shortcut
2KB

Local Security Policy
Shortcut
2EB

Microzoft MET Framework 1.1
Wizards
Shartcut

Semvices
Shartcut
2KRB

Computer b anagement
Shartzut

i ZEE

Event Viewer
Shortcut
2KB

Microzoft MET Framework 1.1
Configuration
Shortcut

Performance
Shortcut
2KB

Select ‘Local Policies’ > ‘Security Options’ on the left side, set up the ‘Network
access: let Everyone permission apply to anonymous users’.

Eﬁ Local Securty Settings
File:
=

Action  View  Help

=

@ Secuity Settings
08 Account Policies
=28 Local Policies
28 sudit Policy
[Z8 User Rights Azsighmer
L8 Security Optionz
[Z3 Public Key Policies
[Z3 Software Restriction Polic
g IF Security Palicies on Loc

Policy
icrogoft network client: Send unenciypted password to third-party SMEB servers
Microzaft network server: Amount of idle time required befare suspending session
Microzoft network. server: Digitally sign communications [ahwanps)
Micrazaft netwark server: Digitally sign commurications [if client agrees)
Microzaft netwark server: Disconnect clients when logon hours expire
MNetwork access: Allow anonymoug SID/Name translation
Metwork access: Do not allow anonymous enumeration of SAM accounts

Metwork, access: Do not allow anonymous enumeration of Sak accounts and shares
Ei Metwork access: Do not allow storage of credentials or . NET Pazsports for netwaork. authentication

] Metw et Everyone perm 12 apply ko anonymal

Security Setting
Dizabled
15 minutes
Dizabled
Dizabled
Enabled
Digabled
Enabled
Dizabled
Dizabled
Dizabled

mo| Fetwark access: Mamed Fipes that can be acceszed anonymously
Metwark access: Remotely accessible reqistry paths
=

COMMAF COMNOD...
System\CurrentContr...
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C.

Select ‘Enabled’

Hetwork acceszs: Let Exverpone permissions apply o anonymous |E||E|

aﬂ’ Lizers
_l

(%) Enabled
(") Disabled

Local Securty Setting

E=plain Thiz Setting

8 Metwork acceszs: Let Evervone permizzions apply to anonymous

ICP DAS Co., Ltd. Technical document




	1. Installation
	2. Firewall Configuration
	3. DCOM Configuration

