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Warning
The information furnished by ICP DAS Co. Ltd. (hereinafter “ICP DAS”) is accurate
and reliable to ICP DAS’s best knowledge. ICP DAS reserves the right to change the

content of this manual at any time without notice.

Through the communication mechanisms provided by LINE company, this controller
can send the notification messages and information regarding this controller to the
related personal account. However, this function may not be available due to LINE

company closes or terminates the communication mechanisms of their systems.

ICP DAS cannot guarantee that this controller is free of any actual or legal defects
(including but not limited to stability, reliability, accuracy, completeness, validity,
suitability for a specific purpose, security related defects, errors or bugs, infringement
of rights etc.). ICP DAS shall not be responsible for any damages inflicted upon users

in relation to the use of the controller.

Copyright and Trademark Information
© Copyright 2021 by ICP DAS Inc., LTD. All rights reserved worldwide.

Trademark of Other Companies

The names used for identification only maybe registered trademarks of their

respective companies.

License

The user can use, modify and backup this software on a single machine. The user may

not reproduce, transfer or distribute this software, or any copy, in whole or in part.
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1

Introduction

loTstar is a software developed by ICP DAS for WISE/PMC/PMD controllers for use in
a variety of Industrial 10T applications. loTstar can be installed on a general PC
platform and works as a Private 10T Cloud system, or on the VM (Virtual Machine)
platform of Microsoft Azure, IBM Bluemix, Google Cloud or Amazon AWS, etc. and
works as a Public 10T Cloud system. By using loTstar to build a IoT Cloud system, it
can provide 5 major services:

1. Controller Remote Access Service :

Status Monitoring, System Setting, and

Firmware Update for WISE/PMC/PMD controllers.

. Sensor Data Service : Collect the data of the sensor connected to the controller

and import the data into the Database on cloud.

. Sensor Data Visualization Service : Review the data of the sensor connected to

the controller through Dashboard interface.

connected to the controller.

. Sensor Data Report Service : Provide statistical report for the data of the sensor

. Bot Service with Mobile Phone : Review the data of the sensor connected to the

controller by mobile phone Bot service.
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Figure 1-1: System Architecture of loTstar
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loTstar Bot Service is an optional software package for loTstar that provides users a
Two-way message interaction between the WISE/PMC/PMD controllers managed by
loTstar and LINE chat rooms. Through loTstar Bot Service, the users can query the
real-time 1/0 channel data (or power data) of the 1/0O module (or power meter)
connected to the WISE/PMC/PMD controllers, and instantly change the values of the
DO/AO output channels of the I/O modules (or power meters) connected to
WISE/PMC/PMD controllers .

In addition, loTstar Bot Service can receive the text message sent by the
WISE/PMC/PMD controllers through the trigger of IF-THEN-ELSE logic rule and
send the text message to the LINE account bound to the LINE chat room for the event
notification. If WISE enables the image or video file forwarding function, loTstar Bot
Service can also send the photo or video file to the LINE account along with the text
message, and user can also review the event list and the corresponding images of
controller in the past.

loTstar
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= IoTstar _&

WISE Controller List
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Figure 1-2: loTstar Bot Service System Architecture
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2 Before Installation
2.1 Precondition

Before using loTstar Bot Service, you must first complete the setting of the

following preconditions.

€ Complete the installation of loTstar, and complete the connection
setting of loTstar and WISE/PMC/PMD controllers.

€ The network setting of the computer that installs loTstar needs to be set
as ""Public Network IP" or "Dynamic IP + DDNS", and the user has to
apply the SSL certification for the loTstar website.

» The Root Certificate (Root CA) used by the HTTPS server must be
in the Whitelisting of LINE, otherwise LINE will reject to send
messages with the web server of loTstar.

» "Appendix I" provides the Step-by-Step document for the
application of the free SSL certificate from Let’s Encrypt. Before
apply the SSL certificate from Let’s Encrypt, the loTstar website
must complete the setting of Domain Name. (the SSL certificate
provided by Let’s Encrypt is in the Whitelisting of LINE)

€ Make sure the LINE official account can be applied in the country that
loTstar Bot Service installed, and make sure the functions of LINE

Messaging API can be enabled.

»  The user needs to apply the LINE official account by himself. For
the detailed process, please refer to the section "2.3 The application
and setting of the LINE account™.

» Taiwan, Japan, Thailand, and Indonesia provides free, light and
standard solutions for LINE account. The following table provides
the information of LINE official account solution:

Free Light Standard

Monthly fee depends on the country in which your

Monthly Fee | Free i )
account is registered.
Free The number of free messages depends on the country in which
Messages your account is registered.
Fixed pricing Flexible pricing

Additional N/A Message fee depends on | Message fee depends on
Message Fee the country in which your | the country in which your

account is registered. account is registered.

http://iotstar.icpdas.com 9
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The introduction websites of LINE account are as below:

Taiwan: https://www.linebiz.com/tw/service/line-account-connect/
Japan: https://www.linebiz.com/jp/service/line-account-connect/
Thailand: https://www.linebiz.com/th/service/line-account-connect/
Indonesia: https://www.linebiz.com/id/service/line-account-connect/

»  The user can choose the LINE official account solution according
to his requirement, and has to pay the fee derived from the selected
LINE official account solution to LINE.

2.2 Software and Firmware Requirements

*
*

*

*

loTstar requires v2.0.0 or later.

The firmware of WISE-523x/WISE-224x requires version v1.4.0 or
later.

The firmware of PMC-523x/PMC-224x/PMD requires version v3.4.0
or later.

The LINE App on Android or iOS requires version 8.11.0 or later.

2.3 The application and setting of LINE account
Following sections include the topics as below:
® Perform the creation of the Messaging APl Channel through the LINE

Developer website, then complete the creation of LINE official account.

® Complete the settings of the LINE Developer website and the LINE

Official Account Manager website.

2.3.1 Creation of Messaging API Channel

I Log in to the Messaging API creation page of the LINE Developers
website (the account you use to log in the website will have the
authority to manage the LINE official account, add users, set up the
roles of users, and transfer account).

http://iotstar.icpdas.com 10
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LINE Business ID

Log in with LINE account
or
Log in with business account

Create an account
By logging in to LINE Business |D, you agree to the Terms of Use.

@ About LINE Business ID

English =

Figure 2-1: Login the LINE Developer Website

¥ If you have not logged in and registered on the LINE
Developer website before, you will be asked to enter the
information of "*"Name"™ and ""Email address™, after that you can
start using it. (only on first time login)

i Enter the information to create the Messaging API channel and
confirm the information you enter, then check the "Terms of Use" and
click "Create" to complete the creation of Messaging API channel.

http://iotstar.icpdas.com 11
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Create a channel

Channel type Messaging API -
v

Provider Select a provider ~
X

Channel icon

optional

e

e

Channel name Enter channel name

X
v

w7

Figure 2-2: LINE Developer Website - Create Messaging API channel

*"Provider" field : In general, it is the company name. If it has been
created, then select the existing one, or select "Create a new provider" to
create a new one.

2.3.2 The setting of LINE Developer
i Under the page of Provider, click on the Messaging API channel you
just created.

http://iotstar.icpdas.com 12
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ICP DAS CO,, LTD. Sort by date

J. y
\BL/.
° loTstar Bot Service

Create new channel
B Messaging API

Figure 2-3: LINE Developer Website - Enter the Messaging API channel

i Click the "Edit" button for the "Auto-reply messages"” or "Greeting
messages” under the "LINE Official Account features" section of the
Messaging API tab.

Auto-reply Disabled Edit
messages (@

Greeting messages Disabled Edit

@

Figure 2-4: LINE Developer Website - The setting for LINE Official

Account features

iii When Click the "Edit" button, The LINE Official Account Manager
website will be opened. Disable the "Greeting message” and
"Auto-response” under the "Response settings" section.

http://iotstar.icpdas.com 13
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Enabled
© Disabled

‘ Greeting message settings ‘

Auto-respanse Enabled

© Disabled

Auto-response message settings ‘

Figure 2-5: LINE Official Account Website - Response settings

iv. Go back to the LINE Developer website, and click the "Issue” button
of the "Channel access token (long-lived)" field in the Messaging
API tab to generate a token.

Channel access token

Channel access token (long-lived) ®

Figure 2-6: LINE Developer Website - Create the Channel access token

v Click the right mouse button on the "QR code" image, and select
"Copy Image Address" to get the "QR code URL".

QR code

.
opy image address
E Inspect Ctrl+Shift=

Figure 2-7: LINE Developer Website - Get QR code URL

vi After the settings are completed, you can get the information of
"Channel ID" and "Channel Secret” in the "Basic Setting" tab and
"QR code URL" and "Channel access token (long-lived)" in the
"Messaging API" tab. Please record these information, later you will
need these information to enable the functions of loTstar Bot Service.
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Please note: If you click the "lIssue™ button again to change the
content of "Channel Secret” or "Channel access token" fields,
please remember to modify the settings on loTstar with the new

information.

2.3.3 Change the solution of LINE@ accounts
I Log in to the LINE Official Account Manager website. Go to the

page of LINE Official Account Manager and select the Messaging

API channel you created.

LINE

Accounts

Accounts (7)

Account name

Friends

Role

Plan

User profile

IB loTstar Bot Service

Administrator

Figure 2-8: LINE Official Account Manager page

i If you want to change to other solution options, you can click the
"Settings™ in the upper right corner and select the solution you
required from the "Monthly plan” under the "Activity and billing"
section of the left side menu and complete the settings for the
payment procedure, then finish the procedures for the solution

change.

http://iotstar.icpdas.com
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LINEfiagacem €3 ©loTstar Bot Service ¥ &0 @ Response mode : Bot
Home  Notifications  Insight ~ Accountpage  Commerce P Settings

Account settings

Onthly plan

Manage permissions

Response settings

Activity and billing To purchase a monthly plan, register a payment method first. Register payment method
Activity and b
k v
Monthly plan
Nex
Fremium 10
Billing history

Payment method

Monthly plan table
eGUI details

ERE BRE
Monthly fee @ NTS0 NT$840 NT$4,200
Number of free messages @ 500 4,000 25,000
Additional message fee (per message) ® Not applicable NT$0.2 NTS0.15 -
(current pian)

« When starting a new paid plan, your monthly fee and number of free messages for your first month is calculated based on the number of days
remaining in that month.

- When changing from a paid plan, note that your new plan will only come into effect after your current planis next billing date. You will continue to
use your current plan until then.

Figure 2-9: LINE Official Account Manager page - Monthly Plan

2.4 Import SSL certificate and enable HTTPS connection

To enable loTstar Bot Service, users have to import the SSL certificate into
[1S(Internet Information Service) and enable the HTTPS connection of the
loTstar website. Users can apply free or paid SSL certificates with the IP
address or the domain name of the loTstar website. Please get the SSL
certificates first to perform following the steps. Users can also refer to
"Appendix 1" to apply the free SSL certificate of Let's Encrypt with the
software automatically. (When following the steps of Appendix I, the
software will help you get the SSL certificate, import it to IS and enable
the HTTPS connection. Please skip the steps in the section 2.4).

2.4.1 Import SSL certificate
i Launch "Internet Information Services (11S) Administrator” and click
on the "Server Certificates".

http://iotstar.icpdas.com 16
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5 Intemet Information Services (IS) Manager - o X
© |93 DESKTOP-DQS2FET » By @

File View Help

Connections Actions
@él DESKTOP-DQ52FE7 Home
7 Manage Server
€5 DESKTOP-DOS2FE7 (WAVMELIU 2 Restart
™| W o Fite: - % Go - G Show All | Group by: Area . ; S
— .
~ -[&] Sites = o= &) 33 ~ )
P )
@ FTP Logon FTP FTP Request FTP SSL FTP User
-y AttemptR.. Messages  Filtering Settings  lsolation
g s -~ Al
loffftar S5L demo _ -
[Cer == g Export Server Package...
@ [ ) /] = B Import Server or Site Package..
Authentic... €6l Compression Default  Directory  Error Pages T

ocument  Browsing

& E & €

FastCGl  Handler HTTP  I15APland  ISAPIFilters  Logging
Scttings ~ Mappings  Respon..  CGl Restri..

<)

MIMETypes  Modules  Output PHP est Server
Caching  Manager  Filtering  Certificates

=gl

» -~
=5 a.!&'%

URL Rewrite ~ Worker

Processes
Management -
E -
B &
=
Configurat..  Festure Shared
Editer  Delegation Configurat... .
< 5| [[E] Features View | 72 Content View
Ready 933

Figure 2-10: Launch IIS and go into SSL Certificates interface

i Click on the "Import..." on the right side of the "Server Certificates"
window. Browse the SSL certificate in the pfx file format, enter the
password of the certificate, and click the "OK" button to finish
the import process.

Wy Internet Inform: ervices (IIS - ] x
- v
« 93 ) DESKTOP-DQS2FE7 » W @
File View Help
a‘él Server Certificates
? Import..
K= E m——
v-% [!,ES:TGF DQSEEE' ‘(WAVNEUU\ Use this feature to request and manage certificates that the Web server can use with websites Creaf@Certificate Request...
2 Applicztion Pools configured for SSL. Complkte Certificate Request..
v .[&] Sites
Y Filter: » % Go - [gShowAll | Groupby: NoGrouping = CreatelRomain Certificate...
> @ Name Import Certificate 7 x Create [ t-Signed Certificate...
g Enable llutomatic Rebind of
- Certificate file (phi: Renenflh Certificate
& IoTstar SSL demo @ ro
@ - ‘]:\Dl_(ude\\nT;tar SsL demu\sslfurﬁae\(emﬁ(ate‘pf’x‘ . 3
Password: (
‘.“... ‘
N
Personal -
Allow this certificate to be expol
< >
< 5| =] Features View |I% Content View
Ready L=

Figure 2-11: Import the SSL certificate
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2.4.2 Enable HTTPS connection of loTstar

Select the loTstar website on the left side of the IIS window, and
click on the "Binding..." on the right side of the IIS window, and
then click "Add" to add a new binding. Select "https" in the Type
field, enter the IP address and the hostname (If the SSL certificate is
applied with IP, the hostname is not required.). Finally, select the
SSL certificate and click the "OK" button to enable the HTTPS

connection of the loTstar website.

]

<« @ » DESKTOP-DQS2FET » Sites » loTstar SSLdemo »

File View Help
Connections

; @ loTstar SSL demo Home

| v -85 DESKTOP-DQSZFET (WAYNELIU!

‘ 27 Application Posls Filter - v Go - (ghShow All | Group by: Area

w .[&] Sites ASP.NET

NET NET NET Error NET
Authorizat.. Compilation Pages Globalization

LEW

|l NET Trust MET Users Application Connection Machine Key Paaes and

IP Address
192.168.100.252

Type  Host Name Port Binding Informg

http iotstardemo &0

Add Site Binding

_ = ¢ B ©

NET Profile .MET Roles

9 2K L & B

Typei P address: Port:
https | [192.168.100.252 | s

Host name:

[iotstardemo |

| [] Require Server Name Indication

SSL certificate:

iotstardemo: hd Select... View...

I —

Ready

Close

Manage Website

Configure

Pploy &

%

Figure 2-12: Enable the HTTPS connection of the loTstar website

2.5 Enable loTstar Bot Service function

To enable the Bot Service function on loTstar, users have to install the
loTstar v2.0.0 (and later version) first, and then get the license file of trial
service (or formal service) to enable the Bot Service function of the loTstar.
Users can obtain a full-function trial service for thirty days on the website, or
contact with ICP DAS to purchase the upgrade code of formal service. The
following sections will introduce the process to enable the Bot Service

function.

® Get the license file of trial service or formal service.
® Import License File to enable Bot Service function.

® The setting of Bot Service function.

http://iotstar.icpdas.com
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2.5.1 Obtain and enable the license file of trial service
i Click the "Download" button on the loTstar official webpage.

(ig¢ ICP DAS Co., Ltd. cemacems

Home  Introduction »  Applications  Support Package ¥ Download  Package Upgrade  Live Demo  Contact

Figure 2-13: Obtain and enable the license file of trial service (1)

i On the download page, click the "Apply for trail" button of "Trail
Service for Support Package" section to enter the loTstar "Trail
Service for Support Package" page.

Trial Service for Support Package

« Provide trial service for Bot Service, Dashboard Service and Report Service.

« Free trial period for upgrade function: 30 days.

Apply for trial |

Figure 2-14: Obtain and enable the license file of trial service (2)

iii On the loTstar "Trail Service for Support Package" page, select the
"Bot service™ on the "Trail service option™ field and enter the
Hardware ID in the "Hardware ID" field. Click the "Download Trail
License™ button. If the above information is correct, users can obtain
the license file of trial service.

Trial Service for Support Package

Trial service option: | Bot Service v
Hardware ID: |Hardware ID | @

/ \ \ N '
or~IoT @&Em [ Rt I I

Figure 2-15: Obtain and enable the license file of trial service (3)
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Iv After getting the License file for Bot Service, please open the loTstar
system interface, click "License" button to enter the License setting
window, and click "Browse" button to import the License File, and
then click "OK" to enable the Bot Service function of the loTstar.
(The trial service will be displayed the expiration date of bot

service.)

& ICP DAS loTstar

®
= Settings Account License §Start Service
IOTStar; Management
Event Log: C'Reload | Clear
Time Message =
2020-09-15 14:16:26 Service start successful.
2020-09-15 14:12:19  Service start successful.
N0 N0 18 4A-NEFT  Qong toart o fial
¥ License ¥ License — X
_ D 4
Wersion Professional Version Professional
Number of Devices 500
Bot Service Function Not Available ersic Bot Service Function Available (Expiry Date:2021-03-11 11:27:34) I
Dashboard Service Function Mot Available I\ Dashboard Serice Function Mot Available
Hardware ID |55B2-ABOE-09C4-DEED-EF26-D4RI-4B05-49C4 || Copy v ardware 1D |5532-ABUB-DQC4-DBBD-EF25-D4FD-4E:05-49(:4 | Copy
License File | i Erowse... I Tresr T |c:\SBBQABDBDQC4DBBDEPQED4FU4Bn549c4_LicemeFﬂe_im
Get the license file from here. 0K Get the license file from here.

| Browse...

Figure 2-16: Obtain and enable the license file of trial service (4)
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2.5.2 Obtain and enable the license file of formal service
To enable loTstar Bot Service(Formal service), you have to install the
loTstar Professional version v2.0.0 (and later version) first, and then
contact with ICP DAS to purchase the upgrade code to enable the
loTstar Bot Service(Formal service). The following steps will introduce
the process to enable the loTstar Bot Service (Formal service).

I Click the "Package Upgrade" button on the loTstar official webpage.

(5‘;5 ICP DAS Co., Ltd. cemacems

Home  Introduction »  Applications  Support Package ¥  Download  Package Upgrade  Live Demo  Contact

Figure 2-17: Obtain and enable the license file of formal service (1)

i Enter the Serial Number of loTstar (professional version) and the
Upgrade Code to enable Bot Service, and click the "Upgrade"
button to upgrade your loTstar Serial Number with the authorization
to use loTstar Bot Service. Click "Generate the License File" to go
to the registration page.

loTstar Package Upgrade

serial Number:
Upgrade Code: I @

Your loTstar has been upgraded successfully!
(Serial Number: X200000000000000)
Please generate the License File and import it to
loTstar again, thank you.

Read Me

|Generate the License File|

Figure 2-18: Obtain and enable the license file of formal service (2)

iii Enter the required information and click the "Registration™ button to
get the license file of formal service.
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Registration & Getting License File for loTstar (Professional

Version) Av

Company :
Country :
E-mail :

Serial Number :

Hardware ID :

First Name :

Last Name :

First Name

Last Name

Company

(Select Country) v
E-mail

Serial Number

Hardware ID

Registration

[P —1

Help ‘

@

Figure 2-19: Obtain and enable the license file of formal service (3)

Iv After getting the License file for Bot Service, please open the loTstar
system interface, click "License" button to enter the License setting
window, and click "Browse" button to import the License File, and

then click "OK" to enable the Bot Service function of the loTstar.

¥ ICP DAS loTstar —

Es
= A Settings Account License [ Start Senvice
IOTSta') Management
Event Log: C'Reload | Clear
Time Message ~
2020-08-15 14:16:26 Service start successful.
2020-08-15 14:12:19  Service start successful. |
AMAR AN AE d4nEER o ot £t I
#% License \/ * % License K
Wersion Professional Version Professional

Number of Devices
Bot Service Function

Dashboard Service F

500
Mot Available

unction Mot Available

lersi

Hardware 1D |55EIZ-AEIDEI-DQCd-DBBD-EFQ&-DdFD-dEIDS-dQCd | Copy
License File | I Browss... I
Get the license file from here 0K

Bot Service Function Available I
ashboard Semvice Function ot Available
) |55EIQ-&BDB-DQCd-DBBD-EPQS-D4FD-4EID5-49(24 | Capy
License File |C:\55EIQABDBDQC4DBBDEPQSD4FD4BD549C4_LicenseFﬂB.ini | Browse. .

Get the license file from here.

Figure 2-20: Obtain and enable the license file of formal service (4)
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2.5.3 The setting of Bot Service and Webhook

Click "Settings" button on the loTstar system interface to enter the
setting window. Select the tab of "Web" and select https of the
"Type" field. If you have modified the IP/Domain Name of loTstar
when create Bot Service, you need to modify the "IP/Domain Name"

field.

¥t ICP DAS loTstar

Tstan)

Io

Event Log:

<

Account License

Management

Settings

C Reload @ Clear

2|60 or O

Stop Senice

Time

2019-02-25 10:45:35
2019-02-25 10:41:45
2019-02-2510:34:15
2019-02-25 10:33:05
2019-02-25 10:25:04
2019-02-25 10:20:51
2019-02-25 10:00:20
2019-02-2510:07:53

Memage

Servive stat mccessful.
Service start successful.
Service start successful.
Service start successful.
Bervice stat successfol.
Bereice stat succesful.
Servive stat sccessful.
Service start successful.

~

L

© ICP DAS Co., Ltd.

Systemal "‘Tdi 0%

Version: 1.2.1

¥ Settings

Web

SMTP Database Bot Service MNotification Miscellaneous

Type

IP / Host Name*®

hitps  ~

iotstardemo.icpdas.com

Sign Up Page

Enter the Ty

ype and IF 7 H0s
according to the settings of IS. For example

mpw.contoso.com
v.contoso.com:8080

Enable

oK

amme of lolstar site

Cancel

Figure 2-21: The settings to enable loTstar Bot Service (1)

i Select the tab of "Bot Service", check the "Enable" of "Function
Status” field to enable the function, and enter the information you get
from the "2.2.3 The setting of LINE Developer" section such as

"Channel ID", "Channel secret”, "Channel access token™ and "QR

http://iotstar.icpdas.com
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code URL".

¥ Settings - ®

Web SMTP Database Bot Service Motification Miscellaneous

Function Status Enable
Channel ID* [1000000000 |
Channel Secret* |4987cbd112269dfdf17fd61dd527bac |

Channel Access Token™ t8igmtkkaxSXSK+LGY6Yan98dAng9|

QR Code URL* |https:.ﬂ-’qr-ufﬁciaI_Iine_mefsideFkge[]4662|

Webhook URL Copy URL to clipboard

Ok Cancel

Figure 2-22: The settings to enable loTstar Bot Service (2)

iii Click "Copy URL to clipboard"” button of "Webhook URL" field to
copy the URL of loTstar.

¥ Settings - ®

Web SMTP Database Bot Service Motification Miscellaneous

Function Status Enable
Channel ID* [1000000000 |
Channel Secret* |4987cbd112269dfdf17fd61dd527bac |

Channel Access Token™ t8igmtkkaxSXSK+LGY6Yan98dAng9|

QR Code URL™ https://gr-official line me/sid/Lkge(466:

Webhook URL Copy URL to clipboard

Ok Cancel

Figure 2-23: The settings to enable loTstar Bot Service (3)

iv Go to the Messaging API channel page of LINE Developer website,
paste the URL on the "Webhook URL" field by clicking the "Edit"
button of the Messaging API tab and click "update™ button, and turn
on the switch of the "Use Webhook" to enable Webhook..
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Webhook settings

Webhook URL (®

Use webhook (3 (:)

Figure 2-24: The settings to enable loTstar Bot Service (4)

v Return to loTstar system interface. Select the tab of "Miscellaneous”,
you can set the folder path for controller event video and photo file
storage of "Video & Photo Folder” field. Click the "OK" button to
complete the settings.

¥ Settings - X
Web SMTP Database Bot Senice Motification Miscellaneous
I Video & Photo Folder |C:A Browse. . I
Ok Cancel

Figure 2-25: The settings to enable loTstar Bot Service (5)
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vi Click "Start Service" to launch loTstar, then the Bot Service
function will also be enabled at the same time.

¥t ICP DAS loTstar - 4
= A Settings Account License JStop Senice
IoTstar) Management
Event Lag: C Reload @ Clear
Tirme Message ~

2019-02-25 10:45:35
2019-02-25 10:41:45
2019-02-2510:34:15
2019-02-25 10:33:05
2019-02-25 10:25:04
2019-02-25 10:20:51
2019-02-25 10:00:20
2019-02-2510:07:53

Servive stat mccessful.
Service start successful.
Service start successful.
Service start successful.
Bervice stat successfol.
Bereice stat succesful.
Servive stat sccessful.
Service start successful.

L

© ICP DAS Co, Ltd. System Load: 0% Version: 1.2.1

Figure 2-26: The settings to enable loTstar Bot Service (6)

2.5.4 Verify the operation of Webhook
i Go back to the Messaging API page created by the LINE Developer
website and click the "Verify" button of the "Webhook URL" field in
the Messaging API tab. If the pop-up message displays "Success"”, it
means the operation of loTstar Bot Service is successful.

Webhook URL ®

Success

Figure 2-27: LINE Developer Website - Verify the operation of Webhook

sk If the operation is not successful, please verify the following items:

(1) The computer with loTstar installed must be equipped with
"Public Static IP" or "Dynamic IP + DDNS".

(2) The loTstar website must has the SSL certificate, and the Root
certificate (Root CA) used by the HTTPS server must be in the
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Whitelisting of LINE.

(3) The content of "Webhook URL" of the "Messaging settings"
section of the LINE Developer website must be correct. The
format of the setting must be https://(loTstar web
address)/webhook.php.

(4) The "IP/Domain Name" under the "Web" tab of the "Settings"
page on the loTstar system interface must be correct.

(5) The "Channel ID", "Channel secret", "Channel access token" and
"QR code URL" under the "Bot Service" tab of the "Settings"
page on the loTstar system interface must be correct.

(6) Check if the Service of loTstar has been started.

2.6 Message sending setting from WISE/PMC/PMD to loTstar Bot

Service

The user can edit the WISE/PMC/PMD's IF-THEN-ELSE logic rule setting
to trigger the message sending operation. When WISE/PMC/PMD send the
message, the message will be sent to the corresponding LINE account via
loTstar Bot Service. The content of message can include the Real-Time 1/O
channels data, power data or Internal Register data. In addition, WISE also
provide image or video data sending function to send the image or video data
to the corresponding LINE account..

2.6.1 The settings of text message sending by WISE-523x/WISE-224x

I Launch a Browser to login into the WISE, and enter the "loT

Platform Setting" Page. Click the "Bot Service Message Setting"

button under the "loTstar Setting” section on the left side of the
webpage to enter the "Bot Service Message Setting" page.
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WISE-5231 ‘

P S N
IE: Web Inside, Smart Engine @I ‘

DAS BOK @1992.1MB [ finstant Message

System Setting  Module Seting  Logger Settingll 10T Platform Setting [Rdvanced Setting Rule Setting  Channel Status P Camera Status

10T Piatiorm Setting

Microsoft Azure Platiorm loT Platform Setting Page
Setting

The system features connection ability to the Microsoft Azure platform. It allows users to publish messages to
1BM Bluemix Platiorm Setting Microsoft Azure Pg"gnn‘:; Microsoft Azure and subscribe messages from Microsoft Azure, and use the content of the received messages as
MQTT Setting the IF Condition

loTstar Setting The system features connection ability to the 1BM Bluemix platform_ It allows users to publish messages to IBM
IBM Bluemix Platform

Real-Time Data Sending Setting Bluemix and subscribe messages from IBM Bluemix, and use the content of the received messages as the IF
Setting Condition

Historical Data Sending

The MQTT client function allows to setup publish messages and subscribe topics of specific brokers, and use the
Setting MQTT Setting Q P p 9 P p b

content of the received topic messages as the IF Condition.

Videg Data Sending Setting

Real-Time Data Sending  The Read-Time Data Sending function allow users to select channel data of the modules to be sent to the loTstar
Sefting  and store it in the database, users can also control the modules directly from the database.

Historical Data Sending  The system provides Historical Data Sending function. The function can send channel data of the modules to the
Setting  loTstar and import it into the database for long-term data analysis.

The system provides Video Data Sending function which allows sending videos or messages of the IP Cameras
to the loTstar and then saving the data. The data also can be forwarded to the Bot Service or displayed via
Dashboard Service.

Video Data Sending
Setting

The loTstar provides Bot Service function allows to push pre-set message(s) to the LINE App on your mobile
phone when an event occurs. Using the IP Camera with LINE App function also allows it to send live images so
that the related personnel can respond to the emergency situations on site in real time (Please go to "Video Data
Sending Setting' for the settings). In addition, the module & /O channel status can be queried and the channel
output values can be changed by using the LINE App.

Bot Service Message
etting

Figure 2-28: WISE Web Site - Bot Service Message Setting Page (1)

Click on "Add new Message" to open the "Bot Service Message
Setting" Page.

Bot Service Message Setting Page

Nickname Content

+ Add new message

Figure 2-29: WISE Web Site - Bot Service Message Setting Page (2)
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lii Input name in the "Nickname" field, and you could also input the
description of this Bot Service message in the "Description™ field.
Enter the message in the "Content" field. The Bot Service message
provides an encoded string for you to add current 1/0 channel data or
Internal Register data into the Bot Service message. To make it easy
to add the encoded string, WISE provides "Real-time variable
editor" for users. Click on "OK" to confirm the setting and leave the
setting page.

Message Message 1 Setting

*Nickname  |Message 1
Description

View Edit

*Content

Interface | XV-Board v
Module | XV308 v
Channel DI *ICh 1~

Insert

OK | | Cancel
Figure 2-30: WISE Web Site - Bot Service Message Setting Page (3)

message. After you finish all the Bot Service message settings, click
"Save" button to save the settings.
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Bot Service Message Setting Page

Nickname Content

+ Add new message
® Message 1 Internal Register 1(IP Camarm)

\;::) | setting | | Copy | [ Remove |

| save |

Figure 2-31: WISE Web Site - Bot Service Message Setting Page (4)

v Go to the "Rule Setting™ page and click "Add new rule". The "Rule
Setting™ page will appear. Click the "Bot Service™ option under the
THEN/ELSE section, and select the Bot Service message. Now if the
evaluation of the "IF statement” is "true", the selected Bot Service
message will be sent, and the LINE accounts linked with the loTstar
account who manages this WISE controller will receive the messages
in the Bot Service chat room.

Rule Information Setting

*Nickname  |Rule 2
Description

Status @ Enable ' Disable

Rule Content Setting

IF THEN ELSE

Add a new Condition: Add a new Action Add a new Action:

Set up a Condition | ~ | Set up an Action | ~ | Set up an Action |
ICP DAS Module »
Modbus Module »

No Condifion exists No Action exists
|Bot Service |
e

Internal Register

Figure 2-32: WISE Web Site - Rule setting with Bot Service Message

2.6.2 The settings of image or video message sending by
WISE-523x/WISE-224x
I Launch a Browser to login into the WISE, and enter the "loT
Platform Setting” Page. Click the "Video Data Sending Setting"
button under the "loTstar Setting” section on the left side of the
webpage to enter the "Video Data Sending Setting™ page.
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wises2a | B @& & |
IE'; Web Inside, Smart Engine I__l é r_ﬂ;h‘ -'KEI

DAS BOK @1992.1MB [ finstant Message

System Setting  Module Setting  Logger Settingl 10T Platform Setting [dvanced Setting  Rule Setting  Channel Status P Camera Status

10T Piatiorm Setting

Microsoft Azure Platiorm loT Platform Setting Page

Setting

The system features connection ability to the Microsoft Azure platform. It allows users to publish messages to
Microsoft Azure and subscribe messages from Microsoft Azure, and use the content of the received messages as
the IF Gondition

1BM Bluemix Platform Setting Microsoft Azure Platform
Setting

MQTT Setting
loTstar Setting The system features connection ability to the 1BM Bluemix platform_ It allows users to publish messages to IBM
Real-Time Data Sending SN Plsfnn‘:; Bluemix and subscribe messages from IBM Bluemix, and use the content of the received messages as the IF
Setting Condition

Historical Data Sending

The MQTT client function allows to setup publish messages and subscribe topics of specific brokers, and use the
MQTT Setting PE 3 b z

content of the received topic messages as the IF Condition.
Video Data Sending Setting

Real-Time Data Sending  The Read-Time Data Sending function allow users to select channel data of the modules to be sent to the loTstar
Sefting  and store it in the database, users can also control the modules directly from the database.

Bot Service Message Sefting

Historical Data Sending  The system provides Historical Data Sending function. The function can send channel data of the modules to the
Setting  loTstar and import it into the database for long-term data analysis.

The system provides Video Data Sending function which allows sending videos or messages of the IP Cameras
to the loTstar and then saving the data. The data also can be forwarded to the Bot Service or displayed via
Dashboard Service.

Video Data Sending
Setting

The loTstar provides Bot Service function allows to push pre-set message(s) to the LINE App on your mobile
phone when an event occurs. Using the IP Camera with LINE App function also allows it to send live images so
that the related personnel can respond to the emergency situations on site in real time (Please go to "Video Data
Sending Setting' for the settings). In addition, the module & /O channel status can be queried and the channel
output values can be changed by using the LINE App.

Bot Service Message
Setting

Figure 2-33: WISE Web Site - Bot Service Forward Setting Page (1)

Click the tab on the right-top corner of "Video Data Sending Setting"
page. Choose the data source, and click the "Setting" button to enter
the setting page.

Video Data Sending Setting Page IP Camera Sendbox CGl Server
Source Function Status Content of Attached Message
. Enable and
iICAM-MR6422X
® (192.168 100 94:50) Fangzgén;ﬁm From IP Camera

Figure 2-34: WISE Web Site - Bot Service Forward Setting Page (2)
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lii Check the "Enable" function, and then the message setting interface
will be shown as below. Enter the message in the "Content of
Attached Message" field. Check "Forward to Bot Service" in the
"Bot Service" field. Click on "OK" to confirm the setting and leave
the setting page.

IP Camera iCAM-MR6422X(192.168.100.94:80) Video Data Sending Setting

Function Status  EdEnable

View Edit
From IP Camera

*Content of Attached
Message

The image will be sent with this message

Bot Service  EForward to Bot Service

| OK | | Cancel |

Figure 2-35: WISE Web Site - Bot Service Forward Setting Page (3)

iv After you finish all the settings, click "Save" button to save the
settings. Now if WISE received the image or video data sending
from the data source, WISE will send the image or video data with
the text message to the Bot Service chat room.

2.6.3 The settings of text message sending by PMC-523x/PMC-224x/
PMD
I Launch a Browser to login into the PMC/PMD, and enter the "loT
Platform Setting™ Page. Click the "Bot Service Message Setting"
button under the "loTstar Setting” section on the left side of the
webpage to enter the "Bot Service Message Setting" page.
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) Power Monitoring & M ¢ Soluti
(o Powe Monitorg & ansgementSoluon
DAS

Main Page ~ System Setting  Meter / Module Setting ~ Logger Settinfl 10T Platform Setting [lRdvanced Setting ~ Rules Setting  «

10T Platform Setting

Microsoft Azure Platform
Setting

IBM Bluemix Platform Setting Microsoft Azure Platform
Setting
MQTT Setting

IoTstar Setting
1BM Bluemix Platform
Real-Time Data Sending Setling

Setting

Historical Data Sending
ting MQTT Setting

Bot Service Message Setting

Real-Time Data Sending
Setting

Historical Data Sending
Setting

Bot Service Message
Setting

Prc5231 | [ é@‘n %]

fi Dead  @202.1MB(Approx.365 Days) [instant Message

loT Platform Setting Page

The system features connection ability to the Microsoft Azure platform. It allows users to publish messages to
Microsoft Azure and subscribe messages from Microsoft Azure, and use the content of the received messages as
the IF Gondition

The system features connection ability to the IBM Bluemix platform. It allows users to publish messages to 1BM
Bluemix and subscribe messages from IBM Bluemix, and use the content of the received messages as the IF
Condition.

The MQTT client function allows to setup publish messages and subscribe topics of specific brokers, and use the
content of the received topic messages as the IF Conditicn

The Read-Time Data Sending function allow users to select channel data of the modules to be sent to the loTstar
and store it in the database, users can also control the modules directly from the database.

The system provides Historical Data Sending function. The function can send channel data of the modules to the
loTstar and import it into the database for long-term data analysis.

The loTstar provides Bot Service function allows to push pre-set messages) to the LINE App on your mobile
phone when an event occurs. In addition, the module & /O channel status can be queried and the channel output
values can be changed by using the LINE App.

Figure 2-36: PMC/PMD Web Site - Bot Service Message Setting Page (1)

i Click on "Add new Message" to open the "Bot Service Message

Setting" Page.

Bot Service Message Setting Page

Nickname Content

+ Add new message

Save
=2 |

Figure 2-37: PMC/PMD Web Site - Bot Service Message Setting Page (2)

iii Input name in the "Nickname" field, and you could also input the
description of this Bot Service message in the "Description™ field.
Enter the message in the "Content" field. The Bot Service message
provides an encoded string for you to add current I/O channel data,
power data or Internal Register data into the Bot Service message. To
make it easy to add the encoded string, PMC/PMD provides
"Real-time variable editor” for user. Click on "OK" to confirm the
setting and leave the setting page.
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Message Message 1 Setting
*Nickname  |Message 1

Description

View Edit

*Content

Interface | COM3 r
Module |PM-3112(1) ~

CT1 ¥ | Info.
Channel

Insert

OK | Cancel

Figure 2-38: PMC/PMD Web Site - Bot Service Message Setting Page (3)

Iv Repeat steps ii to iii to complete the settings of all Bot Service
message setting. After you finish all the Bot Service message settings,
click "Save" button to save the settings.

Bot Service Message Setting Page

Nickname Content

+ Add new message

Message 1 PM-4324 Submeter2 Phase A V| PM-4324 Submeterd Phase BV

Save

Figure 2-39: PMC/PMD Web Site - Bot Service Message Setting Page (4)

Setting | | Copy | | Remove
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v Go to the "Rule Setting" page and click "Add new rule". The "Rule
Setting™ page will appear. Click the "Bot Service™ option under the
THEN/ELSE section, and select the Bot Service message, Now if the
evaluation of the "IF statement” is "true", the selected Bot Service
message will be sent, and the LINE accounts linked with the loTstar
account who manages this WISE controller will receive the messages
in the Bot Service chat room.

Rule Information Setting

*Nickname  |Rule 1
Description

Status  @®@Enable © Disable

Rule Content Setting

IF THEN ELSE
Add a new Condition Add a new Action Add a new Action
Set a Condition | = | Set an Action | - | Set an Action | ~

ICP DAS Module »

| Bot Service

niernal Regisier

No Condition exists No Action exists

Save | | Cancel

Figure 2-40: PMC/PMD Web Site - Rule setting with Bot Service Message

2.7 Real-time data sending setting form WISE/PMC/PMD
All 1/0 channel data (or Power data) displayed on loTstar Bot Service are
real-time data. Therefore, users need to complete the Real-time Data
Sending Setting on the WISE/PMC/PMD controllers to show real-time data
on loTstar Bot Service.

2.7.1 Real-time data sending setting by WISE-523x/WISE-224x

I Launch a Browser to login into the WISE, and enter the "loT
Platform Setting™ Page.

i Click the "Real-time Data Sending Setting™ button under the "loTstar
Setting” section on the left side of the webpage to enter the
"Real-time Data Sending Setting" page.

iii Check the "Enable"” function, and add channels to be displayed.

iv After all settings are completed, click "Save" button to save the
setting.
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(IE'; Web Inside, Smart Engine
DAS

Nickname a4

BOK @19921MB  Einstar

System Setting  Module Setting Logger Sefting  loT Platform Setting Advanced Setting  Rule Setting Channel Status  IP Camera Status

10T Platform Setting ~ Real-Time Data Sending Setting

Microsoft Azure Platform
Setting

Function Status ~ EdEnable
IBM Bluemix Platform Setting

Add Channel
Interface | XV-Board hd

MQTT Setting
IoTstar Setting

Real-Time Data Sending

SSiEg Module  [XV310 v
Historical Data Sending
Setting Channel ch

Video Data Sending Setting —
[Insert |

Bot Service Message Setting
Channel List

Channel

D XV-Board XV310 DIO

® XV-Board XV310 DOO

W [Remove |

Real-Time Data Sending Setting Page

*Name

XV-DIO

[save |

Figure 2-41: WISE Web Site - Real-time data sending setting

2.7.2 Real-time data sending setting by PMC-523x/PMC-224x/PMD
I Launch a Browser to login into the PMC/PMD, and enter the "loT

Platform Setting" Page.

i Click the "Real-time Data Sending Setting" button under the "loTstar
Setting” section on the left side of the webpage to enter the
"Real-time Data Sending Setting" page.

iii Check the "Enable"” function, and add channels to be displayed.

iv After all settings are completed, click "Save" button to save the

setting.

P Monitoring & M t Soluti
(I‘cp ower Monitoring & Management Solution
DAS

PMC-5231 | [2) éé ]

[l Dead @202 1MB(Approx 365 Days) [Eflinstant Message

Main Page  System Sefiing  Meter/ Module Setting  Logger Sefting  loT Platform Setiing ~ Advanced Setting  Rules Setting  «

10T Pitiorm Setting ~ Real-Time Data Sending Setting

Microsoft Azure Platform
Setting

1BM Bluemix Platform Setiing
MQTT Setting
loTstar Setting

Real-Time Data Sending
Setting

Historical Data Sending
Setting

Bot Service Message Setting

Real-Time Data Sending Setting Page

Function Status ~ E3Enable
Add Channel
Interface
Module
Channel Info

[1nsert |
Channel List
Channel *Name
®  COM3PM-3114(2)CT1V COM3-N2-CT1-V
COM3 PM-4324(4) Submeters Total / Average kWh COM3-N4-SUBB-TOTAL-KWH
[ Remove |
[save]

Figure 2-42;: PMC/PMD Web Site - Real-time data sending setting
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3 The Interface and Feature of loTstar Bot Service

After the application and setting of the LINE account as described in the above chapter
is completed, users can start the linkage setting between the personal LINE account and
the loTstar account. After the linkage setting completed, the Two-way message
communication interaction between WISE/PMC/PMD controllers managed by loTstar
and the LINE account can be performed within the Bot Service chat room. Following is
the feature loTstar Bot Service provides:

Monitoring/Control of the I/O channel data (or power data): Review the
real-time 1/O channel data (or power data) and change the value of the
DO/AO channel of the 1/O modules (or power meter) connected to
WISE/PMC/PMD.

Monitoring of the grouping data: With the loTstar's grouping function, can
quickly monitor the real-time data of the grouping 1/0O channels (or power
loop).

Event Notification: The logic rule of Event notification can be set on the
WISE/PMC/PMD controller. When the conditions of the IF-THEN-ESLE
logic rule are met, the action of "Event message sending™ will be triggered to
send the message to all linked LINE accounts.

Review the historical events of controllers: Records the event messages sent
by the WISE/PMC/PMD controller and the user can review the content of the
event message from the event list, including the message text, images and
videos.

The interface and function of loTstar Bot Service will be described below.

3.1 Join Bot Service account and enable the linkage

Log in to the loTstar website, click on "Account Maintenance™ button on the
"System Information & Setting” section on the loTstar Webpage; the
Account Maintenance Setting page will be displayed as below. Find the "Bot
Service" section, click the ER icon on the right side of the "Bot Service"
section to open the QR Code window of the Bot Service account. Use LINE
APP to scan the QR Code and add the account.
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System Information & Setting

Country / Region: | Taiwan v

Scan it with LINE App

£ Account Maintenance

Device Share

Share the device to other account. However, the account shared the device is only authorized to inquire the I/O channel data or
Power data that the device collected.

Usemame Nickname

wayne10 wayne10 Remove
wayne2 wayne2 Remove
wayne3 wayne3 Remove

Bot Service

The Bot Service feature lets you interact with your controller through the LINE app. The LINE accounts that allow interaction
with your controller are listed below.

Status D Nickname Action

@D Usssarem— 4b7ec3 # Michael Lai
P o R — acin0 PY—

Figure 3-1: Open the Bot Service account QR Code window for scanning

After adding the account, select the language and the loTstar account to be
linked in the LINE chat room.

Add a New Account

Please select the loTstar account to link
with this LINE account.

(
ICPDAS

@ loTstar Bot Service

Welcome to use this service, select your
language.

English

FREP

[51]73225"4
\, 4

Figure 3-2: Bot Service chat room - select the language and the loTstar account
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Go back to the loTstar website, enable the LINE accounts in the "Status"
field of the "Bot Service" list to complete the linkage between the LINE
account you select and the loTstar account. Here you can
enable/disable/delete the LINE account, and change the account's name.

; o] o]
Bot Service am

The Bot Service feature lets you interact with your controller through the LINE app. The LINE accounts that allow interaction
with your controller are listed below.

D Nickname Action

Status D

@D [ussoaarrmmmmmmemmmenapTecs /' Michael Lai

UbB27 7rewrmeiawmss ik ixtit 325689 # Wayne Liu Remove

Figure 3-3: Enable the linkage of loTstar account and LINE account

3.2 Bot Service chat room interface
After completing the account linkage of the loTstar account and the LINE
account, users can see the function buttons in the menu located in the lower
area of Bot Service chat room. There are four function buttons as Channel,
Group, Event and Help, and users can click the button to perform the
corresponding function.
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{\/I < @ loTstar Bot Service B v

LINE official account name

\/\,

Messages generated
by each function will
be displayed here

Click to show the keyboard
for message input

(Used for changing the
channel value only)

Channel Group  Event Help _
Function menu

Get Started

Click to show/hide the
function menu

Figure 3-4: Bot Service chat room - User Interface

3.3 The function of Channel and Group

The messages generated by the channel and group functions will be
described as below:
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[ Sort controllers by the type(WISE/PMC/PMD) ]

[ Controller's name ]

é y h
WISE Controller List © PMC Controller List PMD Controller List
icpdas_demo icpdas_demo icpdas_demo

Factory Office1 Power ©  Factory Power
Officel Office2 Power PMD-2201
Office2 PMC-5231M-4GE PMD-4201
WISE-5231 PMC-5231
WISE-2241 PMC-5231M-3GWA q
WISE-5231M-4GE
. " . = v = >

[ Gray means the controller is offline ]

Figure 3-5: Bot Service chat room - Controller List

[ Split groups into two sets (I/O channel or meter loop) ]

i © 1/0 Channel Group List Power Meter Loop Group List
icpdas_demo icpdas_demo
Lighting System Factory Power 1
Air Conditioning Factory Power 2
Access Control Office1 Power 1
Factory Switch Office1 Power 2
Office1 Switch
Office2 Switch
| -1- -2-

\

=]

[ Group name ]

Figure 3-6: Bot Service chat room - Group List
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[ Channel's name and value ][ Gray means the channel value cannot be changed ]

y 3 N
Channel List Channel List
icpdas_demo/Office1 icpdas_demo/Office1
[ ) Light1:0FF Door1:0FF o
Light2:0FF Door2:0FF

Fan1:0 Counter:0
Fan2:0
Humidity:NULL .
Temperature:NULL
A\ " , = y

[ NULL value means the module of the channel is offline ]

Figure 3-7: Bot Service chat room - Channel List

[ Channel's name and value ] [ NULL value means the module of the channel is offline ]

| ,4
y A
1/0 Channel Group List 1/0 Channel Group Ljst
icpdhis_demo/Factory Switch/Factory icpdas_demo/Factory SwitchOffice1
XV DL-100 OFFLINE
Machine1:0FF Humidity:NULL ©
Machine2:0FF Temperature:NULL
Machine3:0FF O‘fﬁce Door ONLINE
Door1:0FF
® Door2:0FF
-1- -2-
. . .

[ Gray means the channel value cannot be changed [ Module name and connection status ]

Figure 3-8: Bot Service chat room - Group Channel List
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(&) (&)

Change Channel Status Change Channel Value
icpdas_demo/Office1/XV310/ icpdas_demo/Office1/Internal Register/
Light1: OFF Counter: 0
Enter a new value for the
—g ON OFF channel:
16:43
16:42
icpdas_demoy/Office1/XV310/Light1 16:43 G"
is set as: ON
o @ icpdas_demo/Office1/Internal
Register/Counter is set as: 5 e
Click to change the channel status (ON/OFF) Input the text to change the channel value

Figure 3-9: Bot Service chat room - Change Channel Status/Value

< To display I/O channel data (or power data) in the list of Channel/Group interfaces
as above, users need to follow "2.7 Real-time data sending setting form
WISE/PMC/PMD" section to perform the settings of real-time data sending. Besides,
to show 1/0O channel data (or power data) in Group list, users have to perform the
grouping settings on loTstar webpage: create the group and add real-time channels
into it, and then the channels would be shown on the Group list.

3.4 The function of Event Notification
The IF-THEN-ELSE logic rule can be set on WISE/PMC/PMD controller to
send a notification message to the corresponding LINE chat room when the
event is triggered, and the WISE controller can use the image or video file
forwarding function to send the picture or video files at the same time. For
more detail, please refer to "2.6 Message sending setting from
WISE/PMC/PMD to loTstar Bot Service™ section.
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[ Event time and loTstar account ]

[ Controller's name ] @

Office1

2020/04/09 14:10:48 (icpdas_ demo).

[Snapshot] The door is opened. Text Message of

the event

14:10

(&

Image/Video
message

" 14:10

Figure 3-10: Bot Service chat room - Event Notification

3.5 The function of Event
Click "Event™ in the menu, the "Event Browsing Function" message will be
generated, and the "Search by time™ and "The last 10 events™ functions will
be provided to query the past events.

Event Browsing Function

Search by time

The last 10 events

Figure 3-11: Bot Service chat room - Event Browsing Function

The event list is displayed in the units of 10 events each time. If the number
of events is greater than 10 events, click the "Next 10 events" button, it will
continue to display the next 10 events until the end of the events list.
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[ Controller's name ] [ Event time and loTstar account ]
& n
Office1 Office1 Office1
2020/04/09 14:10:41 (icpdas_demo) 2020/04/05 10:34:25 (icpdas_demo) 2020/04/01 14:41:43 (icpdas_demo)
[Snapshot] The door is opened. [Video] The door is opened. @ [Rule 1] The door is opened.

-1/10- -2/10- -3/10-
\ \ T y

[ Image/Video message: Click to view details ] [ Text Message ] [ Message Index ]

Figure 3-12: Bot Service chat room - Event List

3.6 The function of Help
Click on the "Help" function of the menu, it will help user to review the
information of the currently loTstar account, and provide "Account Setting",
"Language Setting" and "Relevant information™.

é 'y R

Help Menu Help Menu Help Menu

Account Setting Language Setting Relevant information
The loTstar account currently in use Currently Language: English Click the following items to view the
icpdas_demo information

Switch Account English Instructions for Use loTstar Bot Service
Add a New Account 23122574 Supported List Version: 1.2.0
Copyright © 2020 ICP DAS CO,, LTD.
Channel Sorting AR User Serial Number All Rights Reserved.
i3: “dje
y y

Figure 3-13: Bot Service chat room - Help Manu

»  Switch Account: One LINE account can monitor multiple loTstar
accounts, click to switch to other loTstar account to monitor the
controllers belongs to it.

» Add a New Account: One LINE account can monitor multiple loTstar
accounts, click to add a new loTstar account.
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» Channel Sorting: If this function was enabled, the channel list would
be sorted by the module. Otherwise, it would follow the sequence of the

"Real-time data sending setting" on the controller.

Channel List
icpdas_demo/Office1

Light1:0FF
Light2:OFF
Fan1:0
Fan2:0
Humidity:NULL
Temperature:NULL

-1-

Channel List
icpdas_demo/Office1

XV310
Light1:0FF
Light2:0FF
Fan1:0
Fan2:0
DL-100
Humidity:NULL

-1-

Figure 3-14: Bot Service chat room - Channel Sorting Function

Channel List
icpdas_demo/Office1

Door1:0FF
Door2:0FF

Counter:0

Channel List
icpdas_demo/Office1

DL-100

Temperature:NULL

Office Door

Door1:0FF
Door2:0FF

Internal Register

Counter:0

-2-

Disable
channel sorting

Enable
channel sorting
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Appendix | : Apply free SSL from "Let's Encrypt"

Let's Encrypt is a free, automated and open digital certificate authority service
(Certificate Authority; CA) provided by Internet Security Research Group (ISRG). For
the detailed information of "How the Let’s Encrypt Digital Certificate Authority (CA)
performs the issuance/cancellation of the Domain certification and digital certificate™,
please refer to the URL link .

Let's Encrypt uses the ACME protocol to verify if the Domain is controlled by the user
and then will issue the certificate for the Domain if the application is approved. In order
to get the certificate, you need to use an ACME Client software. So we suggest you to
select an ACME Client software which is suitable for the installed environment of
loTstar from the recommended list. Following we use the win-acme as an example to
demonstrate the steps to apply a free SSL certificate from Let's Encrypt:

(1) Please confirm that loTstar has been installed successfully and work smoothly, and
make sure the loTstar website has its own Domain Name. If the above 3 conditions
are met, then you can issue an application of SSL certificate from Let’s Encrypt.

(Before performing the following steps, please confirm that the relevant settings of
I1S and the path of the website will not be changed anymore. If the settings of 11S
are changed after you completing the following steps, please delete the certificate
and re-create a new certificate from step 4 to avoid the failure of automatic
certificate update.)

(2) Download the latest 64 or 32 bit pluggable version of win-acme , create a folder in
any directory and unzip the file into this folder (If the directory location is
determined, please do not change the location again, it is recommend using
C:\Program Files or C:\Program Files (x86)).

(3) After unzipping the file you download, right click on the wacs.exe, select "execute
as system administrator” to launch the file, and perform the following steps to
complete the application and creation of SSL certificate:
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A. Select "N: Create new certificate (simple for 11S)" to perform the creation of a
new certificate.

e Mmenn: n

(1l bin
{1 b

Site identifier
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D. After the steps above, if all selections are correct, input "yes", the software
will start the process to create the certificate. During the process, you can see
the information and update time in the information list. After the process is

completed, the software will automatically return to the main menu.

Please Note:

If you are using Let’s Encrypt for the first time, you will be asked to provide an
email address for the notification of the "Automatic Update Failure” event,
input "yes" to agree the "Let’s Encrypt Subscriber Agreement” for the
proceeding.

¥ Maximum Application Frequency:
For the same Registered Domain: 20 times a week
For the same Domain Name: 5 times a week
For the same IP Address: 10 times every three hours
Due to the maximum application frequency includes the frequency of
both creation and update operations, please do not launch the Application
of certificate frequently to avoid exceeding the limitation.
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(4) Launch "Internet Information Services (11S) Administrator”, select the loTstar
platform, and click on the "Binding" on the right side of the window. You will see
an HTTPS type binding being automatically generated. Click "Restart” and then
click on the HTTPS website to check if the loTstar website can be executed

successfully.

Please Note:

® Please keep the HTTP and HTTPS type bindings simultaneously.
® System will automatically assign the port 443 to HTTPS by default. If you
want to use other ports, please modify it.

qﬂ nternet Information Services (|IS) Manager

_—

File View Help

&« @ v DESKTOP-DOS2FE7 » Sites » B0 loTstar »

| Connections
b

3

(@] Sites
& 80_loTstar

v 85 DESKTOP-DQS2FET (WAYNELIUY!
Ly icati

ASP.NET
—

g 80_loTstar Home

Filter: -

Go v%ShowAH Group by: Area

n $ Al

(%]

=L

Site Bindings

https

Type Host Name

waynetestd.ga

Port IP Address

Binding Informa...

>

/I Mo default SSL site has been
created. To support browsers
without SMI capabilities, it is
recommended to create a
default S5L site,

el plore

rMissions...

¢

Ready

[=1] Features View || 2| Content View

Limits...
Add FTP Publishing...

Danl A
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% Troubleshooting: Port 443 has been occupied
A. Launch "Command Prompt" in the "Start Menu" of Windows. After the
"Command Prompt" window is opened, input "netstat —ano" and press
Enter.

B. Find the item which Proto is "TCP", and the number after the ":" of the
"Local Address" is 443; record its PID value. In this example, the
following figure shows the PID is 4.

44

LDLULUTAg0

TENING
TENING
ISTENING

C. In the "Command Prompt" window, input "tasklist / FI ""PID eq 4"
(please replace 4 with the PID value you got from the previous step). If
the "Image Name" is "System" (shown as below); it indicates that the
port 443 has been used properly by System. If not, it means the port is
occupied by other program.

fon Name

D. If the "Image Name" is not "System", it means the port 443 is occupied
by other program. Please close the program which occupies port 443,
and re-start the application of the SSL certificate again.

(If Skype have been installed on the Windows system, Port 443 may be
occupied by Skype. You can open the Skype window, then click on
the Tools menu and select Options. Click on the Advanced tab, and go
to the Connection sub-tab. Untick or uncheck the checkbox for "Use
port 80 and 443 as an alternative for additional incoming
connections” option. Click on the Save button and then restart Skype to
make the change effective.)
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