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Important Information

Warranty
All products manufactured by ICP DAS are under warranty regarding
defective materials for a period of one year, beginning from the date of

delivery to the original purchaser.

Warning

ICP DAS assumes no liability for any damage resulting from the use of this
product.ICP DAS reserves the right to change this manual at any time
without notice. The information furnished by ICP DAS is believed to be
accurate and reliable. However, no responsibility is assumed by ICP DAS
for its use, not for any infringements of patents or other rights of third parties

resulting from its use.

Copyright
Copyright @ 2017 by ICP DAS Co., Ltd. All rights are reserved.

Trademark

Names are used for identification purpose only and may be registered

trademarks of their respective companies.

Contact us

If you encounter any problems while operating this device, feel free to contact us

via mail at: service@icpdas.com . We guarantee to respond within 2 working days.
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1. Introduction

alil

I/0 Data : " Remote

Configure “| Management

Monitor | Event Data . ' == SCADA or
Manage databa>* Back-end Syste

RS-485 Ethernet Multi-Circuit
Power Meter Power Meter Power Meter

i

Tempure
Anoalog Measurement Digital IMI
1/0 Nodule 1/0

080

The iDaSer-9000 provides Remote Data Management Services and Data Synchronous Storage

A

Modbus TCP Slave devices and Modbus RTU Slave devices

Services. By the intuitive web management interface, admin can authorize users to configure server,
to monitor hardware status, to control authority groups, to maintain and store data. The FTP Service
with SSL and RAID1 Service of iDaSer-9000 ensure the data safety and stable.
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FTP, NFS, Rsync,
SMB/CIFS

The iDaSer-9000 provides two network cards to monitor and control the internal and external
network. This feature ensures the data can be transmitted safely. In the trend of Industry 4.0, the
applications of accessing data in filed are more important. With the iDaSer-9000, users can build

a reliable industry data management server.

The iDaSer-9000 module is a data manager server which includes six LED indicators. One of the
LED is used to show the status of the PWR, the other one shows the status of system and the
others display the status of disk .The iDaSer-9000 also has two RJ-45 standard communication
interfaces to perform Ethernet transmission. Owing to its features, more various applications can
be supported. The iDaSer-9000 module is constructed with a metal-housing that provides a fully

ventilated design, meaning that there is no problem with heat radiation.

More details related to applications that can be implemented using the iDaSer-9000 module will
be illustrated in sections 3.
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1.1 Features

B Hardware

€ Supports input voltage 12~48Voc.

€ Supports connecting with two network cards.
€ Includes four USB Hosts.
L 4

Contains six LED indicators, one as a power indicator ,an activity indicator and the
others for monitoring hard disk drivers activity.

€ Contains LED indicator on RJ-45 for Ethernet status.

€ With a metal-housing that provides a fully ventilated design, meaning that there are no
problems with heat radiation

B Software

€ Provides support for the SSH, FTP, NFS, SMB/CIFS.

€ Provides support for the SNMP(Read-only) and SYSlog.

€ Provides support for the RAID 1 .

€ Provides support EXT4 files system

€ Provides support for the Schedule Jobs function.

€ Provides support for Multi-language.

€ Provides support for Rsync.

€ Provides support for MySQL.

€ Provides support for manager to configure users, authority and group.

€ Provides support for Access Control List (ACL)

€ Provides support for web configuration functions.

iDaSer-9000 (Data Management Server) User Manual Version 1.0.0 Page : 7

Copyright © 2017 ICP DAS Co., Ltd. All Rights Reserved E-mail: service@icpdas.com



1.2 Specification

Module iDaser-9000

System
oS Debian
Version 4.7.2-5
CPU Module
CPU RDC3600(1.0GHz)
RAM DDR 1l 1600/2GB
RTC(Real Time Clock) | Provide date, day of week , second ,minute ,hour ,year
EEPROM 16KB
Switch Power x1, Reset x1
System Buzzer Buzzer x 1
VGA & Communication Ports
VGA VGA 1920 x 1449 @ 60hz
Ethernet Port RJ-45x 1 1000 Base-TX x1, RJ-45 x1 10/100 Base-TX x 1
UsB2.0 USB 2.0 HS/500 mA x4
SATA HDD Slot
Slot USB to SATAHDD x2
LED Indicators
Round LED PWR -~ Active ~ HDD1 Err ~ HDD2 Err -~ Access x2
Storage
HDD 2.5" SATA 500G x 2
Power
Input Range 12V ~ 48vDC
Consumption 12w
Mechanical
Dimensions 133.0 mm x 208.0 mm x 164.0 mm (W xL x H)
Environment
Operating Temperature | -20°C ~ +50°C
Ambient Relative Humidity 10% ~ 90% RH(non-condensing)
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2. Getting Started

B Appearance

LEDXx6 @
VGA ©
© PWR Ethernetx2 @
© Reset
© UART <
NO. | Name Description
1 | PWR Turn ON /OFF
> | Reset Keep pressing for 3 seconds, and_the r_1etwork setting will
be reset as default.(Reboot after this action)
3 | UART The interfaces of RS-232and RS-485.(Reserved)
4 |USB On purpose to connect USB or keyboard.
5 | Ethernet Two network cards for internal and external network.
6 | VGA Connection to monitor.
7 |LED Display the status of devices.

B Wire connections and pin assignments

UART
Q
owr [ Vin W' Ethernet
Vin |
12~48V GND ® "
GND @ N ETH O RJ-45 10/100 Base-Tx
RS-232 - Tx @ H
Rx @ =
Rs-a85 [ D* '@ H ETH 1 RJ-45 1000 Base-Tx
Q
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2.1 LED Indicator

The iDaSer-9000 module provides six LED indicators. The Following is an overview of the
purpose and function of each LED indicator together with a description.

®00 \CRons
iDaSer-9000

=N HDD1 HDD2

NO. | LED name. LED state LED Description

A PWR (G) ON The power of the module is ON.
Flashing The system is working.
B Active (G)
OFF The system is OFF.
ON HDD1 error.
C HDDL1 Err (R)
OFF HDDL1 is normal.
ON HDD2 error.
D HDD2 Err (R)
OFF HDD2 is normal.
ON HDD1 is active.
E Access (G)
OFF HDD1 disconnected.
ON HDD?2 is active.
F Access (G)
OFF HDD?2 disconnected.
iDaSer-9000 (Data Management Server) User Manual Version 1.0.0 Page : 10
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2.2 Ethernet and USB Host

Ethernet
The iDaSer-9000 module provides LED indicator to show the status of Ethernet.

457 | LED name LED status | LED Description
ON Normal operation.
10/100M
G OFF Ethernet lost connection.
Link/Act Flashing System is handling data.
ON Normal operation.
GbE
H OFF Ethernet lost connection.
Link/Act Flashing System is handling data.

USB HOST
The iDaSer-9000 module provides four USB Host ,

No. USB HOST | Description

I~L | USB port Providing for keyboard or flash drives(*PS) -

*PS. The flash drive will be used for backup of network setting.(Appendix B)
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3. Web Configuration

The configuration for the module parameters on the iDaSer-9000 module can be performed via a

standard web browser using the embedded web configuration function.

Using the Ethernet 1 (default ip:10.0.8.1) Username:admin,Password:icpdas888

B The browsers are supported, including IE 11, Chrome, Opera, Firefox(recommended).

< » C &

& & 10081 C?‘ &

The web configuration functions are divided into several categories and include System, Storage,
Access Right Management, Services, Diagnostics and Information. The following is an overview

of the process used to configure the iDaSer-9000 module via the web.
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3.1 System

3.1.1 General Setting
[Web Administration]

Set the session timeout and secure connection here.

- i re——

2 General Seffings
e & lime

7 Metwork

& Motification

=y Power Management

#= Monitoring

{ Certificates

=} Scheduled Jobs

i Storage

» i Access Rights Management .

i Services

» g Diagnostics

» il Information

pettings

Web Administration
T

General settings
Port g0

Session 0

Web Administrator Password

timeout The sassion timeout time in minutes. Set to 0 to disable auto

Secure connection

Enabla I i
SSLFI'LS Enable secure connaction.
Certificate

The SSL certificate.
Port
ggTLCﬁ'LS Force secure connection only.

[Web Administrator Password )

Set the password of manager here.(Default username: admin ; password : icpdas888)

| 0 General Setfings

=5 Network
& Notification
& Power Management
#Z Monitoring
g Certificates
=i 5cheduled Jobs
: i Storage
» il Access Rights Management
» il Services
» i Diagnostics
» il Information

3.1.2 Data& Time

(! System | @ General Settinas

Web Administration

v Save a Resst

Administrator password
Password

Confirm
password

Display time and set the clock by NTP or manual.

iDaSer-9000 (Data Management Server) User Manual
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Page : 13

Copyright © 2017 ICP DAS Co., Ltd. All Rights Reserved

E-mail: service@icpdas.com



« || System | ® Date & Time

- System ' Save o Reset
©Date & Time i (~Info—
: = TtOTR J Current time Mon Sep 18 16:49:03 2017
£ Notification _
@ Power Management settinas —
4% Monitoring Time zone | Asia/Taipei
Q Certificates Use NTP
) Scheduled Jobs server
» il Storage Time servers
> iAcce§s Rights Management | manual Date 09/18/2017
> il Services _
» | Diagnostics Time 16 ¥ 149 ¥ 1 [3 ¥
» aInformation Update now

3.1.3 Network
[ General]

Set the hostname, and domain name.

O | System | 7% Network =-
- @ System ) General || Intertaces | Service Discoverv || Firewall
O General Settings 9
@ Date & Time ¥ Save s Reset
2 Network | General settings
Notification Hostname iDaSer-2000
 Power Management The hostname is a Iabel that identifies the system to the network.
A2 Monitoring Domain name | local
Q Certificates
@ Scheduled Jobs
> | Storage
> i Access Rights Management
> i Services
> im Diagnostics
> i Information

[Interfaces])
Set the interface (e.g. modify eth0)
Double click ethO or choice etthO and click [Edit])

0| System | 7% Network

~ [ System ) General rvice Discoverv | Firewall
O General Settings

+Add - [Edit Q Identify X Delete
I = Network I Name ~ | Method Address Netmask Gatewav

& Notification eth0 ms%atﬁed }353 192.168.255.1 {&g QS.ZSS.0.0 {&g 172.18.0.254

Bpo ver Management .. ................................ . 5 .
f\ﬁMc;niton'ng ethl gxé tlgg%led {g\é i_10.0.8.1 l&é gZS.ZSS.0.0 {gx E_10.0.8.254

Q Certificates
@ Scheduled Jobs
> i Storage
> i Access Rights Management
> i Services
> i Diagnostics
> i Information

.Modify the netmask as 255.240.0.0 and click [save]

iDaSer-9000 (Data Management Server) User Manual Version 1.0.0 Page :
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Edit ethernet connection x

General settings -
Name r
Comment

IPv4

Method Static 4 | |=
Address 192.168.255.1

Netmask 255.240.0.0

Gateway 192.168.0.254

IPv6
Method Disabled =
Address
Prefix length
Gateway
e N -
Save Reset Cancel
Click [Apply] .
Q| System | 7% Network =

A The configuration has been changed. You must apply the changes in order for them to take effect.  Aoply O Revert
General | Intertaces | Service Discoverv | Firewall

+Add - [#Edit Q Identify X Delete

Name -  Method Address Netmask Gatewav M.. W..
etho {m B%Sﬁ o {m _192.168.255.1 {m 525240.0.0 }&g }92.168.0.254 n/a No
ethl }R/,g %516' od {gzg .10‘0.8.1 }B&é %35.255.0.0 }gzg _10.0.8.254 n/a | No
Click [Yes]

mﬁhﬁé‘ﬁ&ﬁ" R —

#) Do you really want to apply the configuration changes?
-

[ Service Discovery])
Enable / Disable the services

iDaSer-9000 (Data Management Server) User Manual Version 1.0.0 Page : 15
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0| System | T Network

- @ System _ General | Interfaces I Service Discoverv: IFirewaII
O General Settings — - ;
@ Date & Time + Save o2 Refresh

| <5 Network rvice - | Name
- iqu p °.f"oh - FTp

= Power Management NFS %h - NFS
;.Q_’,Mon_itoﬁng Rsync %h - Rsync
’Q‘Certrﬁcates SMB/CIFS %h - SMB/CIFS
@ Scheduled Jobs -

. g Storage SSH Yoh - SSH

, gaAccess Rights Management | TF1P %h - TFTP

» @ Services Web administration %h - Web administration

> i Diagnostics

> i Information

[ Firewall])

Add new rule if it's needed.

| System | % Network

- @ System _ General | Intertaces | Service Discoverv | Firewall
LD General Settings s
o8 Tima 1Pv4 =+ Add |7 X % v w Refresh

I - Network I Direction Acti itv Source Port Destination | Port
Notification
& Power Management
% Monitoring
Q Certificates
9 Scheduled Jobs
> g Storage
i Access Rights Management
> Services
> i Diagnostics
» i Information

Add new rule, it needs to set the direction as “INPUT” or “OUTPUT”, and set the action
(ACCEPT/REJECT/DROP/LOG/Nothing).

Add firewall rule ®
Family -
Direction INPUT & |
Action REJECT - |
| ACCEPT
Source REJECT =
DROP
LOG
Source port | Nothing

Match if the source port is one of the given ports. E.q. -
21 or 1443 or 1024-65535.

Destination
“a 0 cd'ts_ can be either a_network 1P addr.::s
r](? range or a pla "FIP ad'cre;:.
arcu‘"c-rt = orc- he address specification in re't: thc‘
sense of the address.

Dackinalias.

Save Resat Cancel

3.1.4 Notification
[ Settings])
Configure SMTP setting and Recipient setting.
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£ | System | B Notification

- @ System
DO General Settings

Settinas | Nptitications

©Date & Time

s Notification
) Power Management
A% Monitoring
Q Certificates
9 Scheduled Jobs
> i Storage
» i Access Rights Management
- i Services
» i Diagnostics
» i Information

[ Notification)

Enable the items needed.

« Save .- Reset B Send a test emall

General settinas
Enable

SMTP settings

29

SMTP server

Outgoing SMTP mail server address, e.g. smtp.mycorp.com.

SMTP port 465

The default SMTP mail server port, e.g. 25 or 587.

Use SSL/TLS
* | secure

connection

Sender email | zxc26900@gmail.com
Authentjcation 8

requir

Username

Password

o

~ [ System
2 General Settings
® Date & Time

% Monitoring

Q Certificates

8 Scheduled Jobs
> i Storage

> il Access Rights Managemer,

> mServices
» i Diagnostics
» | Information

> | System | B Notification

Settinas | Notifications

' Save = Refresh
Notification

s Storage

Filesystems
S.M.A.R.T.
Software RAID

dJ System

CPU usage

Load average
Memory usage
Process monitoring
Software updates

3.1.5 Power Management

[ Setting]

Set the action of PWR : Nothing / Shutdown / Standby.

iDaSer-9000 (Data Management Server) User Manual

Version 1.0.0
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)| Suctam
= =t

B Power Management

- @ System _ Settinas | Scheduled Jobs
O General Settings —
©Date & Time ¥ Save o Reset
- Network General settinas
=4 Notification Monitoring

Faval for |;|.u|‘||u_.‘

Q Certificates
@ Scheduled Jobs

- @ Storage
[7) Physical Disks
ESMART.
£ RAID Management
@ File Systems

» i Access Rights Management

> il Services
» i Diagnostics
» i Information

[ Scheduled Jobs])
Click [+Add]

@) sSpecifies whether to monitor the system status and select the mo:

Power button |Nothing

The action to be done when pressing the power button.

- @ System
0 General Settings
© Date & Time
4 Network

 yomeTe——

A% Monitoring
Q Certificates
3 Scheduled Jobs
- [@w Storage
[[ Physical Disks
ES.MART.
S RAID Management
il File Systems
> @ Access Rights Management
> il Services
» jm Diagnostics
> i Information

=+ Add

Enabl... - Tvoe

Schedulina  Comment

Set the power action in regular cycle.

iDaSer-9000 (Data Management Server) User Manual

Version 1.0.0
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Add scheduled job K

Enable L m
Type Reboot I
Time of i v
execution  Exactly
Minute 47 s Every N

minute =
Hour 17 > Every N hour

of month
Month = >
Dav of wesk = i

Save Resat Cance

3.1.6 Monitoring
Enable/ Disable,system performance statistics are collected periodically.

| System | A Monitoring
- @ System

) ' Save ' Reset
0O General Settings
©Date & Time General Sé'ttiﬂQS_
2 Network Enable () Specifies whether the system performance statistics are collected periodical
= Notification
& Power Management
| A2 Monitornng 1
| Q Certificates
5 Scheduled Jobs
- @ Storage
[ Physical Disks
ESMART.
£ RAID Management
i File Systems

3.1.7 Certificates
[SSH)

Add SSH certificates if it's necessary.
Eg. [+Add] -> [Creat]

iDaSer-9000 (Data Management Server) User Manual Version 1.0.0 Page : 19
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- @ System
2 General Settings
& Date & Time

i

Notificatio

& Power Management
#% Monitoring

Q Certificates

@ Scheduled Jobs

> i Storage

» i Access Rights Managemer,

> i Services
> @ Diagnostics
> i Information

} | Sy

em | R Certificates

SSH

4 Add

SSL
- & x

Comment «

Configure the name , and click [save]

Create SSH certificate

Comment

Edit SSH

« | Y| System | § Certificates

A The configuration has been changed. You must apply the changes in order
O General Settings for them to take effect.

- @ System

© Date & Time SSH | SSL

et 4 rc - ELEEIX oo

B4 Notification
© Power Management Comment -
/¢ Monitoring SSH
Q Certificates
@ Scheduled Jobs
> im Storage
» i Access Rights Managemer,
> jm Services
> mm Diagnostics
> i Information

View the content of SSH.

S5H

Save

iDaSer-9000 (Data Management Server) User Manual
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Private key

Public key

Comment

Edit SSH certificate =

“““ DCJLN R3A FRLVAIC hET——“' \ ! . -~
MIIEpAIBAAKCAQEABqVHBNS X I 3xMY cUvwEUZ110F1e4B1xDTOG1Iv1%9mz 9
gg?:ié5UXXIjQPK+qB]9UST]CUkE!KEBEmGQECgC4T5ZvSyUghdMI]hTHv
EEEEQE3rnT+UquDaCz+SU?HHt?HNleuQufEKLawsfPthfLSHBgﬂPECk 3
ggi%ﬁ?llﬁlzmgEADqu?SwIpquTFaYRhKHRva??A+CHnFGHECkSMG?bB
Egéﬂﬂg4wﬂﬂuqﬂTzk2fieDGUstuv2M+ngZUNLRLanMhp4!wc5pDEa]wP
EEEE?EHSR?HMEEDIU]hdlKG+AY21+?Edpwh+QQIDAQABADIEABHKDMSBWp
%Ei?ﬁgrBrIwPGuZBQhaﬂHw+dBHlEmqu?U?EEfkqwmzivHMEjBquyLEBj
;E;?*EyﬂfDFEBWYTII8x11NyGNK+QgDLjKJTdkﬂSppiquqalJlR?ﬂ+SwI
;igﬂggE]w25f3QamLfvlwqﬂgm?pullzjPRBDgtYPEByzH?rBhlinFHkaS
fEEEEEEHEdSsltFn+v?wﬁFSExHTEXBsuUiEDBXL?kLyElntHLLl]Eluysz -

TN ]

The private RSA key in X.509 PEM format,

ssh-rsa AAAABINzZaClyc2EAAAADAQABAAABAQDSGY7S1LGPExhxS+8RTD
The RSA public key in OpenSSH format.

S5H

Save Reset Cancsl

Click [Apply]

<«

- @ System
0 General Settings
® Date & Time
& Network
4 Notification
& Power Management
A2 Monitoring
Q Certificates
% Scheduled Jobs
» il Storage
» I Access Rights Managemer,
> W Services

O
A

System | R Certificates
The configuration has been changed. You must apply the changes in order

for them to take effect. « Apply |'O Revert
SSH | SSL

= Add -+ [#Edit X Delete

» i Diagnostics
» i Information
Click [Yes]
' Confirmation x|
9 Do you really want to apply the configuration changes?
L
i..res il Mo
[SSL)
Add SSL certificates if it's necessary.
iDaSer-9000 (Data Management Server) User Manual Version 1.0.0
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(| System | ® Certificates
- [ System
0O General Settings
©Date & Time L8 -
oz Network Create
Notification Import
= Power Management
#ZMonitoring
Q Certificates
8 Scheduled Jobs
- [ Storage
[ Physical Disks
ES.MAR.T.
£ RAID Management
il File Systems
i Access Rights Management
> il Services
> i Diagnostics
» il Information

Create or import SSL certificates.
Key size:512b / 1024b / 2048b /4096b
Period of validity: 1 day ~ 25 years

Create self-sianed SSL certificate « Import SSL certificate
Key size 4096b | | Private key
The RSA key length.
Period of 1year v
Vaﬁé{g\" The number of days the certificate is
valid for.
Common 0.8,
ome 10.0.8.1
Organization P ———————— . P Y Y- =" e e
Name Certificate

Orgtanizational

Uni

City

State/Province
Country Sele country ... "

Email Paste a RSA certificate in X.509 PEM format here,
Comment

n
-
[+1)

Save Cancel Save Reset Cancel

3.1.8 Scheduled Jobs
[ Scheduled Job]

User can modify regular command in scheduled job ( Manager only).
Click [+Add]
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Page :

22

Copyright © 2017 ICP DAS Co., Ltd. All Rights Reserved E-mail: service@icpdas.com



0| System | @ Scheduled Jobs

® enera > run X
L General Settings - _
| ©Date & Time napl... hedulina  User Command @ Comme

o5 Network

i Notification

& Power Management

A% Monitoring
o e

: 3

; )
"~ gy Storage
[ Physical Disks
ES.M.AR.T.
£ RAID Management
i File Systems
» i Access Rights Management
i Services
» il Diagnostics
» i Information

Setting
Time of execution :Certain data/ Hourly / Daily /Weekly /Monthly / Yearly / At reboot
User Authority: root , admin and bin ...etc.
Command setting.

Add scheduled job X

Enable [ @]

Time of Certain date 20

execution

Minute 12 5 Every M
minute

Hour 18 i Every M hour

Day of month |* > Every N day
of month

Maonth = >

Day of wesk | >

User root i

Cormmand

Send email Send command output via email

An emajl message with the command
Comment
Save Resst Cancel
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3.2 Storage

3.2.1 Physical Disks
Overview the status of physical disks.
«| | 0| storage | [ Physical Disks

> I System @ > Q scan
_Device  + Model Serial Num... Vendor Capadity
 /dev/sda_ __:5D04G DO ... | 000100000... | ATA 3.71GiB

“[devjsdb 30-2E7170 | WDE1RZ69 | STSO0LMO | 465.76 GiB

RAID Management
- ‘ Jdev/sdc 30-2E717D | WDE23792 | STS00LMO 465.76 GiB

il File Systems
mm Access Rights Management
» [ Services
» il Diagnostics
» il Information

3.2.2 S.MAR.T.
[ Settings])
General setting for S.M.A.R.T. setting , such as enable the service , setting the check interval
and power mode.
Temperature monitoring for setting the value that will be recorded in report at special conditions.

(| Storage | EISM.ART. =.

> i System Devices | Scheduled tests

~ @@ Storage

V¥ Save w Reset
General settings

T EISMART.

RAID Management Enable
~: File S;};t:msM Check interval [1800 >
' !S:;vess ights Management Sets the interval between disk checks to N seconds.
; Diag‘rfoesstics Power mode | Never Y
X Preve jisk from bei jhe i fy poll
B formation, revent a3 disk from being spun-up when it is periodically polled.
» Never - Poll (check) the device regardless of its power mode. This may cause a disk which is spun-down to be
Fm up when it is check:
. ep - Check the device unless it is in SLEEP mode.
« Standby - Check the device unless it is in SLEEP or STANDBY mode. In these modes most dwsks are not spinning,
s0 if you want to prevent a disk from spinning ’Eeacb poll, this is probably what you wan!
« Idle - Check the device unless it is in SLEEP, STANDBY or IDLE mode. In the IDLE state, most disks are still
spinning, so this is probably not what you want.
Temperature monitoring
Difference 0 s
Report if the temperature had changed by at least N degrees Celsius since last report. Set to 0 to disable this report.
Informal 0 <
Report if the temperature is greater or equal than N degrees Celsius. Set to 0 to disable this report.
Critical 0 $
Report if the temperature is greater or equal than N degrees Celsius. Set to 0 to disable this report.
[ Devices)

Enable to monitor the disks ; check the status of them.
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0| Storaae | BSMAR.T.

’ggzgf:g‘e Settinas Scheduled tests
[ Physical Disks & =
ES.MART. Monitor = Device ~  Model Vendor Serial Num... Capacity Temoerature Status
£ RAID Management /dev/sda SD04G DO ... | ATA 000100000... | 3.71 GiB n/a
i File Systems /dev/sdb 30-2E717D | STSO0LMO WDEIRZ69  465.76 GIB  42°C .
> i Access Rights Management /dev/sdc 30-2E717D | STSO0LMO WDE23793 | 465.76 GIB  46°C <
> i Services
> i Diagnostics
> i Information

[ Scheduled tests])
Scheduled tests for disks . (S.M.A.R.T. needs to be enabled)

« | {}| Storage | IS.M.ART.

* | System Settinas | Devices | Scheduled tests
- @@ Storage ,
[ Physical Disks *+Add & > x

S.M.AR.T. Enabled ' Device Tvoe Hour Dav of mo... = Month L

£ RAID Management
il File Systems
» il Access Rights Management
> il Services
» i Diagnostics
» il Information

[ Add scheduled test])

Configure Device, Type and timing.

Add scheduled test ®
Enable -
Device Selact 2 device ... v

J.M.A.Ft.‘l‘_- monitoring must be activated
for the selected devica.

Type Short self-test 3
Hour 15 bt
Day of month |* v
Month * hd
Day of week = -
Comment

Save Reset Cancel

3.2.3 RAID Management
The device mdO is combined with two physical disks.
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« |} | Storage | & RAID Management
> ERSysen) 3t - a 1= X
- @ Storage
[A Physical Disks

gRAID Management |

@ File Systems
> i Access Rights Management
> i Services
> m Diagnostics
> i Information

.. Device ~ State Level Capacity Devices
i /dev/md0 clean Mirror 465.64 GiB /gev/ggbl
Jaev/sacl

3.2.4 File Systems
View the file systems immediately.
If you want to add a new shared folder, it's necessary to mount " /dev/mdO " :
1. Click Device block of " /dev/mdO0 ".
2. Click Mount.

3. ltisready to add a new shared folder.

« | {3 | Storage | @ File Systems

- EmSystem o Create 13 I > A %

- [ Storage : : _
[ Physical Disks Device Label File svstem ~  Total Available
ES.MAR.T. /dev/md0 ext4 458.33 GiB | 458.13 GiB
£ RAID Management /dev/sdal ext4 3.35GiB 2.22 GiB
il File Systems

>

> i Services

» i Diagnostics

» i Information

iDaSer-9000 (Data Management Server) User Manual Version 1.0.0 Page : 26

Copyright © 2017 ICP DAS Co., Ltd. All Rights Reserved E-mail: service@icpdas.com



3.3 Access Rights Management

3.3.1 User

[User]) -> [+Add]) -> [Add] / [Import]

> System

> @ Storage

- @ Access Rights Management
18, Group
«; Shared Folders

» il Services

» i Diagnostics

» i Information

-> [ Add user]

-> [ General ]

«| | | Access Rights Management | X User

Users | Settinas

: Configure user

| Add user
General | Grof
Name
Comment
Email
Password

Confirm
password

Shell /
Madify account

< »
ail Comment Groups
users, sgh,
sambashare

'S name , email, confirm password..

X

ups | Public kevs

m

bin/dash X
Disallow the user to modify his -

Save Resat Cance

-> [ Group] : Set the group of the new user.

| Add user
General || Groups
1 Name

= System accounts
adm

audio

avahi

backup

bin

cdrom

crontab

Save

Public kevs

mi »

m ]

Resst Cancel

.etc.

-> [Public keys] : Add public key (RFC 4716 SSH Public Key Format ) if it's necessary.
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Add user L
General | Groupns | Public kevs

*=add XK
Public kev

Save Resat Cance

3.3.2 Group
[+Add] -> [Add]) / [Import])

« | 3| Access Rights Management | 28 Group
- msystem =i e X
T — = Add *] |4 ;
- @@ Access Rights Management Add pment Members

¢ Import
Shared Folders

» il Services

» @ Diagnostics

» i Information

[ Add group]) -> [ General] Configure the name of the new group.

Add group X
General | Members

MName

Comment

Save Reset Cancel

-> [[Member] Configure the authority of the new group.
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Add group X
General | ‘Members
1 Name

= User accounts

[ icpdas

= System accounts

1 admin

1 avahi

|m | »

4| - m | »

Save Resat Cance

3.3.3 Share Folders
[+Add] -> [Add shared folder)

Need to mount "/dev/imd0". (Ref 3.2.4)

« | ¥ | Access Rights Management | =<3 Shared Folders

> il System 7 < i
i Storage @L = X
. 1w Access Rights Management Name « | Volume Path Comment Referenced
A User
1y, Group
= Shared Folders
i Services
> il Diagnostics
» i Information

[ Add shared folder] Setting the name of the new shared folder, volume, path and permissions.

Add shared folder x Add shared folder b

Name Name test

Volume :Se ect a volume ... " Volume /dev/md0 (458.13 GiB available) =

Path /dev/md0 (458.13 GiB available) Path test/| ™
The path of the folder to share. The specified folder will The path of the folder to share. The specified folder will
be created if it does not already exist. be created if it does not already exist.

Permissions Administrator: read/write, Users: read/write, Others: Permissions Administrator: read/write, Users: read/write, Others: ¥
The file mode of the shared folder path. The file mode of the shared folder path.

Comment Comment

Save Reset Cancel Save Reset Cancel

[ ACL] Configure the permissions of the shared folder.
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« | {¥| Access Rights Management | <3 Shared Folders

* [ System & add [FiEdit <& Priviieges Delete

» i 5tora
-Eﬁccesgse Rights Management Name “  Volume Path  Comment Referenced

1, Group

<} Shared Folders
- [l Services
+ il Diagnostics
- mm Information

| Madify shared folder ACL L]
| Directory “  Usar/Groun permissions
- Wtest Tvoe  Name = | Read/_. |Read-.. Noac:.
= User accounts =
1 cpdas =
s @ System accounts
| am
1 admin
b audio
1 avahl S
m
Extra options
Chwmer oot > | Read/Write/Execute '
Permigsions of ownar,
Group usars ~ | Raad/Write/Exacute ol
Permissions of group.
Others ReadExecute =
Perrmiszions of others (2.0, anoaymous FTP users).
Replace @) Replace all existing permissions
Recursive Agply permissions to files and subfolders
ApDly Cose

[ Privileges] Configure the permissions of the shared folder.

«| | €| Access Rights Management | *5 Shared Folders

moysED +add Hiedt [RPrvieces] k ACL X Delete
- WmStorage Name v-: Referenced
- @ Access Rights Management Lo :
1 User test fdev/md0 No
L, Group
=3 Shared Folders
¢ [ Services
» il Diagnostics
» mm Information
Choice the account of shared folder.
Shared folder privileges ®
Tvoe = MName “ Read/Write Read-onlv = Mo access
3 User accounts
1 icpdas
Thess settings are used by the services to configure the user access
o rights. Please note that these settings have no on file system
DErMISSIONS.
Save Resat Cancel
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3.4 Services

3.41 FTP
[ Setting]
Set FTP connection. (Default port : 21)

« || Services | BB FTP

- i System SSL/TLS | Ban list | Shares
i [ sertoos IS
» il Access Rights Management ¥ Save  w Reset
General settings
_i| Enable
Port -
°a Rsync 2 .
22 SMB/CIFS Max. clients 5 v
& SHMP Maximum number of simultaneous dients.
[55H Max. 5 2
BTFTP %? hQE :Stnons Maximum number of connections per IP (0 = unlimited).
» !Dxagmst_u:s .| Max. login 1 3
» i Information attemp’ Maximum number of allowed password attempts before disconnaction,
Timeout 1200 -
Maximum idle time in seconds, Setting idle timeout to 0 disables the idle timer completely (clients can stay connected
for ever, without sending data).
Anonymous
Ay ¥ Enable anonymous FTP
Welcome
message The welcome message which will be displayed to the user when they initially Togin.

Enable SSL/TLS connection and certificate.

« | Y| Services | BB FTP

» W System Settinas | SSL/TLS | Ban list | Shares
il [EhE]
» IAccess Rights Management + Save  m-Reset
- [ Services General settings
'1_’ FTP Enable Enable S5L/TLS connections
S Certificate
%4 Rsync The SSL certificate.
=8 SMB/(CIFS
2 SNMP Advanced settings
[ SSH Required This option requires clients to use FTP over TLS when talking to this server.
__E_TFTP ) No certificate This option causes the sarver to not send 3 certificate request during a SSL handshake.
» i Diagnostics request
» i Information I ?:la%ggsrseigﬂir od The requirement that the SSL session from the control connection is reusad for data connections is not required.
Implicit SSL This option will handle all connections as if they are SSL connections implicitly.
Extra options

Please check the m = for more details.

[Ban list]
Configure the rule for event.
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« |y Services | BPFTP
?gﬁﬂ Settinas | SSL/TLS har&s
-
. i Access Rights Management +add & X
- @ Services Event ~ Occurrence  Time interval  Expire
BFTP
B NFS
04 Rsync
58 SMB/CIFS
£ SNMP
[ SSH
BTFTP
+ il Diagnostics
» [l Information 1

[ Add rule] Configure Event ,Occurrence,Time interval and Expire

Add rule =

Event MaxConnectionsPerHost v
This rulz is triE%erEd whenever the
selected event directive occurs.

Occurrence 2 -
This parameter says that if N o
pcourrences of the event happen within
the given tima interval, then 2 ban is
automatically added.

Time interval  |(00:30:00
Specifies the time interval in hh:mm:ss
in which the given number of
oCcurrences must happen to add the

an.

Expire 00:10:00
Specifies the time in hh:mm:ss after
which the ban expires.

Save Reset Cancel

[ Shares])
Click [+Add]

« | Services | BOFTP
> il System Settinas = SSL/TLS | Banlist | Shares

> @mStorage
> il Access Rights Management x
& Services greofor..  Comment -«
oFTP
B NFS
24 Rsync
2% SMB/CIFS
£ SNMP
[ SSH
EBTFTP
» il Diagnostics
> i Information

i{

Set the shared folder for FTP service . (It's necessary to add a new shared folder)
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[ Add share x
Shared folder |Select a shared folder ... :v +p
test [on /dev/mdoO, test/]

Extra options
Please check the page for more
details.
‘ Comment
Save Reset Cancel
3.4.2 MySQL
[ Setting]

1. Enable General settings : [Enable] and [Enable networking]
2. Set the Bind address as 0.0.0.0 ( default 127.0.0.1 as local)

3. Enable SQL management site

0} | Services | B3 MySQL =.

o Save s> Reset [ Show ™ ResetPassword X Backup "\ Scheduled backup A Restore
General settings

Enable [ @ |
Enable t )
networking
Port 3306 2
Port to listen on.
| Bind address 0,0.0.0 |
IP address to listen on. Use 0.0.0.0 for all host IPs.
Disable AIO
Check this box if database is stored on ZFS filesystem.
Extra options
Extra options for [mysqld] section of MySQL configuration.
SQL management site
Enable @ ) sqQL management site.
[Apply]) Click [Save] , [Apply] and [Yes]
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4

€} | Services | B MySQL

0 rati anged. ¥ st z2pply the changes in order for them to take
A Ja—frlzzct nfigurztion has been changed. You must apply the chanoes in order for them to tak o Apply 'O Revert
o Save 55 Reset [l Show A Reset Password A Backup A, Scheduled backup & Restore
General settings
Enable
Enable
networking
Port 3306 s
Dot & lims o =
Bind ad Confirmation x
Do you really want to apply the configuration changes?
Disable .
Extra of No
Extra options for [mysqgld] section of MySQL configuration.

S0OL manzgement site

Enzble SQL management site.

[Reset Password] Click [ Reset Password] to configure the password of root on the MySQL

0}/l services | B mysqL =-
' Save s> Reset [ Show |\ Reset Password |9\ Backup “\ Scheduled backup X Restore

General settings
Enable
Enable
networking
Port 3306

Port to listen on.
Bind address 0.0.0.0

IP address to listen on. Use 0.0.0.0 for all host IPs.

<>

Disable AIO
Check this box if database is stored on ZFS filesystem.

Extra options

Extra options for [mysqld] section of MySQL configuration.

SQL management site
Enable @ ) SQL management site.

Enter the password of the root on the MySQL that you want (ex. 1234 ) ,then click [Save]
4 Reset MySQL root password. x

Password 1234 -
]

Cave Cancel

Click [ Show] to enter the site of the MyWebSQL
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0} | Services | & MysqQL =.
' Save s> Reset |EJShow [ Reset Password "X Backup " Scheduled backup "X Restore

General settings
Enzble
Enzble &
networking
Port 3306

Port to listen on.

Bind address 0.0.0.0
IP address to listen on. Use 0.0.0.0 for all host IPs.

<>

Disable AIO
Check this box if database is stored on ZFS filesystem.

Extra options

Extra options for [mysqld] section of MySQL configuration.

SQL management site
Enable @) sQL management site.

On the site of the MyWebSQL , type the account and the password ( root, 1234) and login

[] R | L LY T | -
J 4

version 3.6
User ID: root
Password: sane
Server: Localhost MySQL r
Language: English v
Login

Visit Project website

The managers can add/remove/configure the privileges to the users by [Tools] -> [User
Manager]
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User Manager - X

J User Information Global Privileges Database Privileges

User Mame: | |

Host: | |

Password: | |

Confirm Password: | |

[ Remove Password

Add User Cancel

The Managers can create database by [Database] and execute SQL scripts on the website

Create Database

Database name:

Create Database

SQL Editor SQL Editor 2 SQL Editor 3 = Query = Query All

00 ) OF LA P D R e

3.4.3 NFS
[ Settings])
Enable the NFS service and set the numbers of servers.
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« Services | B NFS

| System Settinas || Shares
» [l Storage 5
» i Access Rights Management Save m- Reset
- W Services General ssttings
el Enable
— Number of g
a Servers Specifies how many server threads to create.
8 SMB/CIFS
& SNMP
[E)55H
B TFTP
» il Diagnostics
» il Information I
[ Shares])
Click [+Add]

« 3 Services | B NFS
 MSiorace settinod Shares ]
. @ ACCess Rights Management +add 4 x
- W Services Shared f.. = Client Ootions Comment
GFTP
B NFS
%5 Rsync
28 SMB/CIFS
2, SNMP
) SSH
STFTP
i Diagnostics
. i Information

Set the shared folder for NFS service. (It's necessary to add a new shared folder)

| Add share x
Shared folder | Select a shared folder ... e p "
The location of the files to share. The
share will be accessible at fexport/.
Cient
Chients allowed to mount the file
system, .9, 192.168.178.0/24, :
Privilegs Read only v
Extra options | subtree_check,secure
Pleasa chack the ma page for
more details.
|| Comment x
Save Reset Cancel
3.4.4 Rsync
[Jobs]) -> [+Add])
[Add rsync job]) .
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« |y Services | %& Rsync

: Engstem Jobs | Server

. i Storage '

. @ Access Rights Management 4 > X

- ' Services napled  Source  ~ Destination  Comment
P FTP

=% SMB/CIFS
£ SNMP
F5SSH
EBTFTP

» m Diagnostics

» i Information

Configure the rsync job. Including Type(local or remote), Source shared folder, Destination
shared folder, and the cycle

Add rsync job

Enable [

Type Local -

me shared | Selact
s

Destination

shared folder T— SHinat
Minute 12 — Every N minute
Hour 18 A Ewery N hour
Day of month | = z Every N day of
month

Month = 2
Cay of week = =
Trial run Perfiorm 3 trial run with no changes made
Bacncha, B e memn ke dammbnian

Save Resat Cancel

[Sever]) -> [Settings]
Enable the Rsync and configure the port number. (Default:873)

| Services | %a Rsync

- i System Jobs = Server
. @ Access Rights Management Settinad = Modules
- ' Services v Save o Reset
FTP
z NFS General settings
v Enable

24 Rsync

a8 SMB/CIFS Port 873

&, SNMP Extra options

CSSH

EBTFTP
» i Diagnostics Please check the ma page for more details.
» @ Information 1

[Server]) -> [Modules)
Click [+Add]
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O | Services | T& Rsync
' i System Jobs = Server

» @ Storage
. @l Access Rights Management Settinas
=3 Sarvicos +add o X
g Enabled  Shared fol Name ~ | Comment
B NFS
P4 Rsync
22 SMB/CIFS
2, SNMP
ESSH
E8TFTP
i Diagnostics
& Information

Set the shared folder, users, groups and permission ...etc.

Add module
General  Users
Enable [<4

Shared folder S f o

3.45 SMB/CIFS
[ Settings])
Enable SMB/CIFS service and configure the workgroups, local master browser, home directories
and WINS.
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« | (3| Services | 58 SMB/CIFS

» i System Settinas | Shares

» [l Storage —~

» i Access Rights Management ¥ Save o Reset

- @ Services General settings
BFTP Enable [ @

Workgroup WORKGROUP

Description %oh server
The NT description field.

............... ! The workgroup the server will appear to be in when queried by clients.

Local master i
STFTP Boraar @ Allow this server to try and become a local master browser
» i Diagnostics
) :Inf:rmation . Time server 20 Allow this server to advertise itself as a time server to Windows clients
Home directories
Enable A9 Enable user home directories

Browseable @) Set browssable

This controls whether this share is seen in the list of available shares in a net view and in the browse list.

WINS

WINS support C 0 Enable WINS server
Act 35 3 WINS server.

WINS server

Use the specified WINS server.
[ Shares])
Click [+Add]

« |y Services | 58 SMB/CIFS
- il System .
» i Storage S m
. @l Access Rights Management 4 >
- @ Services Enabled Sharedf.. « Name
pFTP
B NFS
24 Rsync
== SMB/CIFS
2 SNMP
[ SSH
BTFIP
» il Diagnostics
+ il Information |

Comment

Publi

Set a shared folder for SMB/CIFS service. (It's necessary to add a new shared folder)

Add share x
Enable &«
Shared folder |Sefect a s v 4P

The location of the files to share,

m

Name

The name of the share.
Comment

This is a text field that is seen next to a share when a dient queries the server.
Public No -
1f "Guests allowed’ Is selected and no login credential is provided, then access as
guest, Always access as guest when 'Only guests’ is selecting; in this case no
password is required to connect to the share.

B Set read only

If this parameter is set, then users may not create or modify files in the share.
Browseable @) Set browseable

This controls whether this share is seen in the list of availabie shares in a net view
and in the browse list.

Inherit ACLs ) Hanac existinn AC1 < -
Save Reset Cancel

Read only

3.4.6 SNMP
Enable SNMP, location and version ...etc.
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«

> m System
» i Storage
» i Access Rights Management
- [ Services
goFTP
BNFS
94 Rsync

» i Diagnostics
» il Information

3.4.7 SSH

| Services | 2 SNMP
¥ Save o Reset

General settings
Enable &«
Location 10.0.8.1
Location information, e.g. physical location of this system,
Contact 2X€26900@yahoo.com.tw
Contact information, e.g. name or email address of the person responsible for this system.
Version SNMP version 1/2¢
Community public
Extra options

Enable SSH service.

Configure the port number (default: 22 ), permit root login and password authentication ...etc.

» i System
» m Storage
» il Access Rights Management
- @@ Services
BFTP
B NFS
P4 Rsync
28 SMB/CIFS

» i Diagnostics
» i Information

3.4.8 TFTP

0 | Services | BISSH

¥ Save < Reset
General settings
Enable «@©
Port 22

Permit root
loain

&«
Password @) Enable keyboard-interactive authentication
&

<>

. Specifies whether it is allowed to login as superuser.

authentication

Public key

| i ntication
e ion Enable public key authenticatio

) = 1 permit to do SSH tunneling
« | forwardina
Compression 1 Enable compression

Compression is worth using if your connection is slow. The efficiency of the compression depends on the type of the file,
and varies widely. Useful for internet transfer only.

Extra options

Please check the manual page for more details.

Enable TFTP service and configure the port number (default : 69 ), shared folder, blocksize and

retry timeout ..etc.

> i System
» i Storage
» W Access Rights Management
- ' Services
BoFTP
B NFS
P& Rsync
2% SMB/CIFS
2, SNMP
(] SSH

Q| Services | BTFTP =.
o Save < Reset
General settings
Enable B
Port 69 =
Port to listen on.
Shared folder | None v+p
The location of the files to share. Please make sure that the shared folder is publicly writable if new files are allowed.
Blocksize 512 =

Specifies the maximum permitted block size. The permitted range for this parameter is from 512 to 65464,

M I=hiEi Retry timeout | 1000000 z
» | Diagnostics Determine the default timeout, in microseconds, before the first packet is retransmitted.
» i Information || Allow new files (I Allow new files to be created.
By default, only files that already exist are allowed to be uploaded.
Extra options
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3.5 Diagnostics

3.5.1 Dashboard
Display the real — time informations of the system and the services.
«| | % | Diagnostics | % Dashboard
» @R Storage
» il Access Rights Management 9, Service status 2%
» | Services Service Enabled = Running
B o eer— FTP .
siDashboard | © ee
#% System [nformation RSync server
B System Logs SMBJ/CIFS «
"l. Services SNMP a
TFTP
#< System information 2|

3.5.2 System logs
[Overview]

View the status of system..

Hostname iDaSer-29000.local

Version 2.2.5 (Stone burner)

Processor RDC R3600 Dual Core Processor
Kernel Linux 3.2.73

System time Tue Sep 19 18:35:15 2017

Uptime 0 days 9 hours 9 minutes 42 seconds
Load average 0.16, 0.07, 0.06

CPU usage

Memory usage 3% of 1.91 GiB

» il System

«| | {y| Diaanostics | %% System Information

Ba st Processes | Performance statistics | Report

» il Storage e

. @ACcess Rights Management 1 | iDaSer-6000.local

. B Services Vi 2.2.5 (Stone burner)
Processor RDC R3600 Dual Core Processor
Kernel Linux 3.2.73
System time Tue Sep 19 18:35:27 2017
Uptime 0 days 9 hours 9 minutes 53 seconds

A, Services Eg?,]d average 022 0.08, 0.06

» i Information L 2%

Memory usage 3% of 1.91 GiB
[Processes])

View the processes used.
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» il System
+ il Storage
» il ACcess Rights Management
» i Services
- @@ Diagnostics
$:: Dashboard
2 System Information
B System Logs
9, Services
» i Information

[ Performance statistics )

View the performances for CPU usage, disk usage and load average..e

top - 18:35:47 up 9:10, 1 user, load average: 9.16, 0.8, 0.06

Tasks: 182 total, 1 running, 16; sleeping, @ stopped, @ zombie

%¥Cpu(s): 2.6 us, 1.6 sy, O ni, 95.0 id, 0.7 wa, 8.8 hi, 0.0 si, 0.0 st
KiS Mem: 2009480 total,” 206456 used, 1803024 free, 46476 buffers

KiB Swap: 204796 total, 9 used, 204796 free, 99696 cached

PID USER PR NI VIRT RES SHR S XCPU ¥MEM TIME+ COMMAND
20092 root 20 O 2764 1876 B84 R 6.1 0.1 9:92.02 top
1 root 20 0O 2196 684 588 S 0.0 0.8 ©0:02.56 init
2 root 202 o [ e @S 0.0 0.0 0:00.090 kthreadd
3 root 2 0 Q Q @S 9.0 9.2 ©:91.52 ksoftirgd/@
S root 2 9 e @ eSS 0.2 9.0 ©:90.90 kworker/u:@
6 root rt o ] e S 9.0 0.0 0:00.12 migration/e
7 roct rt o 2 e 25 9.0 0.2 9:92.13 watchdog/@
8 root rt o [ e ¢S 9.2 0.0 ©:92.12 migration/1
10 root 2 9 e e @S 0.8 9.0 0:07.45 ksoftirgd/1
12 root rt o e e eSS 9.2 9.2 ©:02.12 watchdog/1
13 root e -29 (] @ eSS 0.2 9.8 ©:02.008 cpuset
14 root e -29 ] ] S 0.2 0.0 ©:00.098 khelper
15 root 2 o e e @S 0.6 9.2 0:00.090 kdevtmpfs
16 root e -20 e e 25 0.2 9.2 0:20.0Q netns
17 root 2 o e e @S 0.0 0.0 0:00.08 sync_supers

—
o

«

» i System
+ M Storage
» il Access Rights Management
+ [ Services
- @ Diagnostics
£ Dashboard
#% System Information
B System Logs
9, Services
» i Information

[Report])

O | Dizanostics | & Syst g

Overview Processes [fPerformance stati Report
CPU usace | Diskusace | Load averaoe = Memorv usage = Network interfaces
< Refresh
U usage - by hour "
w0t :
| |
§ @ |
S |
i w ! |
2| |
e iTe 1% P ) s 0 LI u.-
B Steal B Systen B weit-I0 @ Mice B User B Soft- IR0
810 Oldle
Last update: Tue Sep 19 18:30:01 CST 2017 |
CPU usage - by day
w0t
oy
§ o
b
Z 9
2|
SRR N WSO AR M SO A U ST Vel SR

System report about iDaSer-9000.

«

) | Diagnostics | £ System Information

- i System Overview | Processes | Performance statistics | Report
» il Storage = -
» i Access Rights Management w Refresh & Download
: 20'30& :-efcﬁefzc:zgis:fesiecl..ll.I..II.II..ll..l..l.l...ll.l.lllllll.l.::..ll.l.ll-l
$3: Dashboard Distributor ID: debian |
i . Description: Debian GNU/Linux 7 (wheezy)
A System Information Releasg: 7.8 Y
B System Logs Codename: wheezy
9, Services LR aE a i R A 2
» il Information = ICP DAS information
Release: 2.2.5
Codename: Stone burner
= Date
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3.5.3 System Logs
Choice the type of log to check.

« | {y| Diaanostics | B System Loas

' :2‘;’“’“ Loas | Settinas
, orage
» @l Access Rights Management Sysiog i Clear & Download
. il Services Authentication Message
- @@ Diagnostics Boot
::2 Dashboard Daemon
System Logs FTP - Transfer log
: Messages
» @ Information
Rsync - Jobs
Rsync - Server
SMAR.T.
SMB/CIFS - Audit
S
3.5.4 Services
View the status of all services.
« | {y| Diaanostics | *\ Services
SR Overview | FTP | SMB/CIFS SSH
» [l Storage
» il Access Rights Management — Refresh
» [ Services . -
i - @ Diagnostics 'SEW]CE ...................................................................................................... Enabled Running
£33 Dashboard LEIE..
#4 System Information NFS
B SWSHET | RSYF'IC server y
I SMB/CIFS « .
SNMP '
SSH [ @ °
, TFTP
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3.6 Information

3.6.1 Support

For more details for configure the services ,you can refer to OpenMediaVault

« || Y

> mSystem
» mStorage
» il Access Rights Management
> mServices
~ (@it Diagnostics

i1 Dashboard

#4 System Information

B System Logs

<, Services

? Support

iDaSer-9000 (Data Manage

Information | ? Support

The iDaSer-9000 provides Remote Data Management Services and Data Synchronous Storage Services. By the intuitive web
management interface, manager can allows users to configure server, to monitor hardware status, to control authority groups,
maintain and store data. The FTP Service with SSL and RAID1 Service of iDaSer-9000 ensure the data safety and stable.

Qur website: < http://www.icpdas.com/index.php>

OpenMediaVault

Project homepage
http://www.openmediavault.org

Wiki
http://wiki.openmediavault.org

Forums
http://forums.openmediavault.org

Documentation
http://docs.openmediavault.org

Bugtracker
http://bugtracker.openmediavault.org

Contributors

http://wiki.openmediavault.org/index. php?title= Contributors
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Appendix A. User setting backup/restore

[LAdvance preparation:
1. USB flash

Make a backup of user’s setting to the USB or restore the user’s setting from the USB.
User Setting Backup

Step1: Run "Is /dev |grep sd" command to ensure the latest states of disks.

Step2: Insert the USB flash into iDaSer-9000, and command "Is /dev |grep sd",and ensure the
latest states of disks.

Step3: Comparing the two messages to figure out the new disk which is USB flash. In the
example ,the disk "sdd" is USB flash.

Step4: Command "mount -v -t auto /dev/xxx /mnt/usb ", and the "xxx" means the character
device name. In the example , the command is" mount -v -t auto /dev/sdd1 /mnt/usb " . In
this way , the USB flash had been already mounted to the folder "/mnt/usb"

Step5: User setting backup
For OS image Version 0.12 or earlier versions=>
a. Run"tar -zcvf /mnt/usb/iDaSer_yyyymmddHHMMSS .bak /etc "command to make a
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backup.
b. Run"ls /mnt/usb/" command to confirm that backup file
(iDaSer_yyyymmddHHMMSS .bak) has built.

For OS image Version 0.12(including ) and other latest versions=>
a. Run"/APP/backup_cmd/backup.sh -b /mnt/usb" command to make a backup.

b. Run"ls /mnt/usb/" command to confirm that backup file
(iDaSer_yyyymmddHHMMSS.bak) has built.

=END=
lll. User Setting Restoring
Step1: Runls /dev |grep sd" command to confirm the states of disks.

Step2: Insert USB flash into iDaSer-9000 ,and run "Is /dev |grep sd" command again to confirm

the states of disks.
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Step3: Compareing the messages to figure out the character device name of USB flash.
The character device name of USB flash is "sdd" here.

Step4: Run"mount -v -t auto /dev/xxx /mnt/usb " ,and the "xxx" is the character device name.

In the example, the command is " mount -v -t auto /dev/sdd1 /mnt/usb ". In this way, the
new disk has been mount to the folder "/mnt/usb".

root@iDaSer-9000:~# mount —-v -t aute /dev/sddl /mnt/usb/

mount: you didn't specify a filesystem type for /dev/sddl
I will try type vfat

/dev/sddl on /mnt/usb type viat (zw)

root@iDaSer—-9000:~#

Step5: Executing user setting restoring.
For OS image Version 0.12 or earlier versions=>
a. Run "tar -zxvf /mnt/usb/iDaSer_yyyymmddHHMMSS.bak -C / " command to restore
For OS image Version 0.12(including ) and other latest versions=>
a. Run "/APP/backup_cmd/backup.sh -r /mnt/usb/iDaSer_yyyymmddHHMMSS bak"
command to restore.

00:~% /APP/backup cmd/backup.sh -r /mnt/usb/iDas
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Appendix B. System backup/restore

Warning: After executing the operation, the data in SD card will be all removed.
I's suggested that user makes a backup for user’s data and user’s setting.
Please refer to the "Appendix A User setting backup/restore"

I. Advance preparation

Prepare the implements in advance :

1. 4GB micro SD card

2. micro SD adapter

3. APCcontains Cygwin (download from https://cygwin.com/install.html )

Il. System recovery
Step1 : Put the file "iDaSer_xxxxxxxx.img.gz" to C:\cygwin\home\username\

Step2 : Select "Run as Administrator” to open Cygwin, run  command "Is /dev |grep sd"

-

Step3: Insert the micro SD adapter (SD card inside), and run command "Is /dev |grep sd" again.

,E~

/dev |grep sd

Comparing the messages to figure out the new disk that is the SD card.
In the example, the driver of the character device name of the SD card is "sdb".
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Step4 : Select the partition of disk, and follow the command below :
"dd if=/dev/zero of=/dev/xxx bs=512 count=1" ; "xxx" is the driver the character device

name.In this example, the command is" dd if=/dev/zero of=/dev/sdb bs=512 count=1"

Step5 : run system restore command "gzip -dc iDaSer_xxxxxxxx.img.gz>/dev/xxx " ; "xxx" is the

driver the character device name. In the example, the command is" gzip -dc
iDaSer 20170920.img.gz >/dev/sdb "

E - 2 » "

—

f gzip -dc 1DaSer_20170920.img. gz

After restoring , run command "/sbin/fdisk —I /dev/sdb",to check the partitions below.

- la

$ gzip -dc i1DaSer_20170920.1mg.gz >/dev/sdb

$ /sbin/fdisk -1 /dev/sdb

Disk /dev/sdb: 3.7 GiB, 3941597184 bytes, 7698432 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: 0x000eebel

d Type
7133184 3 Linux

5

p.

Jevice Boot Start Sectors
/dev/sdbl * 71352
/dev/sdb2 y y 409602

/dev/sdb5 71372 y 87 409600 8

Extended
Linux swap / Solarijs

=END=
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Appendix C. Revision History

This chapter provides revision history information to this document.

The table below shows the revision history.

Revision Date Description
1.0.0 October 2017 Initial issue
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