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Q: How to get TCP/IP communication log?

A: Follow the procedure described below:

Step 1: Download the WireShark utility, the WireShark is a free and
open-source packet analyzer. You can get it from the following web:
http://www.wireshark.org/download.html

Step 2: Double click WireShark setup file to install the WireShark utility on your PC. Please follow these
steps: (for example, install WireShark under 32-bit Windows XP)

Click the “Next>" button to start the WireShark installation.
Click the “I Agree>" button to continue on the “License Agreement” window.
Click the “Next>" button to continue on the “Choose components” window.

Click the “Next>" button to continue on the “Select Additional Tasks” window.

S

Click the “Next>" button to install the driver into the default folder on the “Choose Install Location”
window.

6. Click the “Install” button to install the WinPcap on the “Install WinPacap?” window.

7. Click the “Next>" button to start the WinPcap installation.

8. Click the “I Agree>" button to continue on the “License Agreement” window.

9. Click the “Install” button to install the driver on the “Installation options” window.

10. Click the “Finish” button to complete the WinPcap installation.

11. Come back Wireshark installation, click the “Next>" button on the “Installation Complete” window.
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12. Check the “Run Wireshark x.xx.x (32-bti)” item
then click the “Finish” button to complete the

WireShark installation.

% For detailed information about the WireShark
installation, please refer to

http://www.wireshark.org/docs/wsug html chu
nked/ChBuildinstallWinInstall.html.

Lo Wireshark 1.10.5 (32-bit) Setup

Completing the Wireshark 1.10.%
{32-bit) Setup Wizard

‘Wireshark 1,10,5 {32-bit) has been installed on your
compuker,

Click Finish to close this wizard,

[ shaw Mews

Step 3: In the WireShark utility, select the “Options...” item from the “Capture” menu.
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Step by step to a successful capture setup
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Website

Visit the project’s website

@ User's Guide

The User's Guide (local version, iFinstalled)
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Wark. with Wireshark. as securely as possible

Profile: Default
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Capture

Capture Lnterface Link-layer header From. Mode Snaplen [B] Buffer [MiE] Capture Filter
| Ethemnet cnsbled  default 2
|
Captore on all inferfaces
e promiscuons mode on all intexfaces
(Capture Filter ] || v|  [Compils sekcted BFF:]
Capture Files Display Options
File: | | [Browse..) Update listof packets in eal time

[] Use multiple files Tse peap-ng format

| Hide capture info dislog

Automatically seroll during live captre

Marne Resalution

Resnlve MAC addresses

[] Resolve network-laver names

T L

N I,

BT NAME

Tamme resnlver

Capturing from Bi%5# 3§ (host 10.0.8.11)

[Wireshark 1.10.5 (SYN Rev 54262 from frunk-

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
04N BEEXT A+eraT L |EE QD #BD®%| B
Filter: | v|Expremn .

o Time Sonrce Degtination Protocol  Length Info A
835 27.060370010.0.8.11 10.0.8.20 TCP 680 ndmp > 4748 [PSH, ACK] Seq=119% Ack=2070 win=5840 Len=3 —
B36 27.060421010.0.8.20 10.0.8.11 TCP 61 4748 > ndmp [PSH, ACK] Seq=2070 Ack=1199 wWin=65506 Len=
B37 27.061876010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1199 Ack=2077 Win=5840 Len=3
838 27.061970010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2077 Ack=1202 win=65503 Len=
839 27.063400010.0.8.11 10.0.8.20 TCR 60 ndmp > 4748 [PSH, ACK] Seq=1202 Ack=2083 win=5840 Len=4
B40 27.063478010.0.8.20 10.0.8.11 TCP 58 4748 > ndmp [PSH, ACK] Seq=2083 Ack=1206 Win=65499 Len=
841 27.064906010.0.8.11 10.0.8.20 TCP 61 ndmp > 4748 [PSH, ACk] Seq=120&6 Ack=2087 wWin=5840 Len=7
842 27.065033010.0.8.20 10.0.8.11 TCP 60 4748 > ndmg [PSH, ACK] Seq=2087 ack=1213 win=65492 Len=
B43 27.0664001010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1213 Ack=2093 wWin=5840 Len=3
844 27.0664%0010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACk] Seq=2093 Ack=1216 wWin=6548% Len=
845 27.067874010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1216 Ack=2099 win=5840 Len=3
846 27.165861010.0.8.20 10.0.8.11 TCP 54 profilemac > documentum-s [ACK] Seq=20481 ack=21505 win
847 27.167991010.0.8.20 10.0.8.11 TCP 1078 profilemac > documentum-s [PSH, ACK] Seq=20481 Ack=2150
848 27.218573010.0.3.11 10.0.8.20 TCP 60 documentum-s > profilemac [ACK] Seq=21505 Ack=21505 win
849 27.266443010.0.8.20 10.0.8.11 TCR 54 4748 > ndmp [ACK] Seq=2099 ack=1219% win=654856 Len=0
B850 27.706304010.0.8.11 10.0.8.20 TCP 1078 emcrmirccd > ssad [PSH, ACK] Seq=21505 Ack=21505 wWin=58
851 27.707156010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACk] Seq=2099 Ack=1219 wWin=565486 Len=
852 27.708622010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=121%9 Ack=2105 win=5840 Len=3
B53 27.708735010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2105 Ack=1222 wWin=65483 Len=
854 27.710095010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1222 Ack=2111 wWin=5840 Len=3
855 27.810590010.0.53.20 10.0.8.11 TCP 1078 ssad > emcrmirccd [PSH, ACK] Seq=21505 Ack=22529 win=65
856 27.862104010.0.8.11 10.0.8.20 TCR 60 emcrmirced > ssad [ACK] Seq=2252% Ack=22520 win=3840 La
B57 27.8609920010.0.8.20 10.0.8.11 TCP 54 4748 > ndmp [ACK] Seq=2111 Ack=1225 win=65480 Len=0

Frame 1: 1078 bytes on wire (8624 bits), 1078 bytes captured (8624 bits) on interface 0

Ethernet II, Src: Icpdas 50:08:c¢6 (00:0d:20:50:08:c6), Dst: AsustekC ca:28:<9 (74:d0:2b:ca:28:c9)

Internet Protocol wversion 4, src: 10.0.8.11 (10.0.8.110, bpst: 10.0.8.20 (10.0.8.20)

Transmission Control Protocol, Src Port: emcrmirced (100047, Dst Port: ssad (47500, Seq: 1, Ack: 1, Len: 1024
Data (1024 bytes)

0000 74 d0 zb ca 28 <5 00 0d e0 50 OB <& 058 00 45 00 T.+.(... .P E.

0010 04 28 4e cf 00 00 40 06 03 e3 0a 00 08 Ob 0a 00 AT - .

0020 08 14 27 14 12 8e 00 76 67 e5 de f2 45 03 50 18 sote..uw gL LELP. D

0030 16 d0 be 35 00 00 30 30 30 30 30 35 35 38 3a 00 00 0005353:.

0040 0a Ob 0c Od Oe OF 10 11 12 13 14 15 16 17 1815  ........ ........

0050 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 26 27 28 20 ...... DO U#EERS ()

0060 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 36 37 38 30 ¥4, -. 01 23456789

0070 3a 3b 3¢ 3d 3e 3T 40 41 42 43 44 45 46 47 48 49 i} <=>78A BCDEFGHI

0080 4da 4b 4c 4d d4e 4f 50 51 52 53 54 55 56 57 58 59 JKLMNOPG, RSTUWWXY

ANGN 53 Sh S- Sr Sa 5F AN A1 AY A2 Ad AS AR AT AR ARG 714 "a hedafrkd ™

Q @ [EEid: <live capture in progress> File: C:Y) | Packets: 857 - Displayed: 857 (100.0%) Profie: Default
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File Edit View Go Capture Analyze Statistics Telephony Tools Intermals Help

09 4m g ER «2a T2 (EE Q| #D% % B

Filler | Bxprossion

Mo e Destination Protocol  Length  Info ~
835 . .0.8.11 10.0.8.20 TCP 60 nodmp > 4748 |PSH, ACK] Seq=1196 Ack=2070 win=3840 Len=3 —
838 s 10.0.8.11 TCP 61 4748 > ndmp [PSH, ACK] Seq=2070 Ack=11%9 wWin=85508 Len=
837 10.0.8.20 TCP 60 ndmp > 4748 [PSH, AcK] seq=119% Ack=2077 win=5840 Len=3
838 27. 081905 8.20 10.0.8.11 TCR 60 4748 > ndmp [PSH, ACK] Seq=2077 Ack=1202 win=85503 Len=
B39 27.0634000 01 A1 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1202 Ack=2083 Win=5840 Len=4
840 27.063478010.0.8.20 10.0.8.11 TCR 58 4748 = ndmp [PSH, ACK] Ack=1206 wWin=654%% Len=
841 27.064906010.0.8.11 10.0.8.20 TCP 61 ndmp > 4748 [PSH, ACK] Ack=2087 wi B840 Len
842 27.065033010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2087 Ack=1213 win=65492 Len=
B43 27.066401010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1213 Ack=2083 Win=5840 Len=3
844 27.066490010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2093 Ack=1216 win=85489 Len=
B45L 27.067874010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1216 Ack=2089 win=5840 Len=3
846 27.165861010.0.8.20 10.0.8.11 TCP 54 profilemac > documentum-s [AcK] sSeq=20481 Ack=21505 win
847 27.167991010.0.8. 20 10.0.8.11 TCP 1078 profilemac > documentum-s [PSH, ACK] Seq=20481 Ack=2150
848 27.218573010.0.8.11 10.0.8.20 TCP 60 documentum-s > profilemac [ack] sSeg=21505 Ack=21505 win
840 27.266443010.0.8.20 10.0.8.11 TCR 54 4748 > ndmp [ACK] Seq=2099 Ack=121% win=63486 Len=0
850 27.706304010.0.8.11 10.0.8.20 TCP 1078 emcrmirced » ssad [PSH, ACK] Seq=21505 Ack=21505 wWin=58
851 27. 7071560 10.0.8.20 10.0.8.11 TCR 60 4748 > ndmp [PSH, ACK] Seq=209% Ack=1219 win=55485 Len=
852 27.70B622010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=121% Ack=2105 Win=5840 Len=3
853 27.708735010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, 105 Ack=1222 wi
854 27.710095010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1222 Ack=2111 Win=5840 Len=3
§55 27.810590010.0.8.20 10.0.8.11 TCP 1078 ssad > emcrmirccd [PSH, ACK] Seq=21505 Ack=22529 win=65
856 27.862104010.0.8.11 10.0.8.20 TCP 60 emcrmirccd > ssad [ACK] Seq=22529 Ack=22529 win=53840 Le
857 27.869920010.0.8.20 10.0.8.11 TCP 54 4748 > ndmp [ACK] Seqg=2111 ack=1225 win=63480 Len=0

Frame 1: 1078 hytes on wire (8624 hits), 1078 hytes captured (8624 bits) on interface 0

Etharnet II, src: Icpdas_50:08:c6 (00:0d:80:50:08:C6), Dst: AsustekC_ca:28:<9 (74:d0:2b:ca:28:c9)

Internet Protocol version 4, Sre: 10.0.8.11 ¢10.0.8.11), Dst: 10.0.8.20 (10.0.8.200

Transmission control protocol, src Port: emcrmirced (1000470, pst Port: ssad (47500, seq: 1, ack: 1, Len: 1024
Data (1024 hytes)

0010 04 28 4e of 00 00 40 06 03 &3 0a 00 08 Ob 0a 00
0020 08 14 27 14 12 8e 00 76 67 ej de f2 45 03 50 18
0030 16 d0 he 35 00 00 30 30 30 30 30 35 35 39 3a 00
0040 0a 0b 0c od 0e of 10 11 12 13 14 15 16 17 18 19
0050 1a 1lb 1c 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 - UHb%E ()
0060 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 3§ 37 38 39 A0L1 23456788
0070 3a 3b 3c 3d 3e 3T 40 41 47 43 44 45 46 47 48 49 15 <=>7@A BCDEFGHI
0080 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 JKLMNOPG RSTUVWAY
fNGn_ 5a Sh S~ &d &8s 5F AN AT AP AI Ad AR AR AT AR ARG 7414 "a hedafnhi

(@] M B8 <live capture in progresss File: C:Y | Packets: 857 - Displayed: 857 (100,0%) Profie; Default

0000 74 d0 2b ca 28 c@ 00 0d e0Q 50 08 c§ 08 00 45 Q0 t.<+.(...
PP -3

LV G LELPL
.00 000559z,

£

£ *migES [Wireshark 1105 (SYH Rev 54262 from /runk-1.10)]
i0N Edt View Go Capture Anayze Statistics Telephony Toos Intemas Hep

1 e open o b o T s |EE QA #DHE 8
o Open Recent » —
et v |Expression..  Clear Apsly Save
tion Proincol  Length _Info
Edlt "I.IIIIEW Gl:l I:a ture 'a'r-lal ZE StatIStIES }W 0.8.11 TCP 58 dhct-status > nodmp |PSH, ACK] Seq=61083 Ack=35455
Cl Ml = Lap Analy = 0.8.20 TR 61 ndmp > dhct-status [PsH, ack] s ack=61087
45 §0.8.11 TCP 63 dhct-status > ndmp [PSH, ACK] S Ack=35462
~ 0.8.20 TR 60 ndmp > dhct-status [PsH, ack] s ack=61006
= Q‘:IEI"I... CHl+0 m 0.8.11 TP 60 dhct-status > ndmp [PSH, ACK] S Ack=35465
. S jo.2.20 TR 60 ndmp > dhct-status [PsH, ack] s ack=61102
0.8.11 TCP 60 dhct-status > ndmp [PSH, ACK] S Ack=35468
[:I'jeﬂ R_El:eﬂt P L Josao TCP 60 ndmp > chet-status [PsH, AcK] s Ack=61108
- y jo.8.11 TCR 61 dhct-status > ndmp [PSH, AZK] S Aack=35471
0.8.20 TCP 80 ndmp > dhet-status [PsH, Ack] s ACk=61115
I"-"Ierge. i Ml R TP 60 dhct-status > ndmp [PSH, ACK] 5 ck=35474
- 0.8.20 TCP 80 nomp > dhct-status [PSH, ACK] S Ack=61121
Iml:lDrt ﬁ.Dm HE}{ Dum[:l Ylo.s.11 TR 58 dhct-status > ndmp [PsH, ACK] s Ack=35478
E e P 10820 TP 61 ndmp > dhct-status [PsH, ACK] S Ack=61125
0.8.11 TR 60 dhct-status > ndmp [PSH, ACK] S Ack=35485
n ClDSE Ctr|+W o j0.8.20 TP 60 ndmp > dhct-status [PSH, AcK] S Ack=61131
= __Jo.8.11 TR 60 dhct-status > ndmp [PSH, Ack] s ack=35488
10.0.8.20 TCP 60 ndmp > dhet-status [PSH, ACK] Seq=35488 Ack=61137
2 10.0.8.11 TP 1078 dhct-alerts > documentum-s [PSH, ACK] Seq=625665 Ack=62
Save ° Ctrl+5 10.0.8.11 TP 54 dhct-status > ndmp [Ack] Seq-61137 Ack-35491 win-64732
10.0.8.20 TR 60 documentun-s > dhct-alerts [ACK] Seq=626680 Ack=626689 .
L0.8.20 TCP 1078 emcrmirced > hos [PSH, ACK] Seq=6295665 Ack=625665 win=5

80 bytes captured (480 bits) on interface 0

File Sat Yg y

81 23 00 26 42 42
80 eB 81 30 00 00

Export Specified Packets... 5 0c 00 00 14 00
Export Packet Dissections L
Export Selected Packet Bytes. .. CirlH | e PETEs e
Export S5L Session Keys. ..
Export Objects »
= Frint... Ctrl+P

@l Quit Ctrl+)
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Step 8: In the “Wireshark: Save file as” dialog box, select destination folder to saved capture file.

Step 9: Type file name in the File Name: field (for example, pds-782_log).

Step 10: Specify the default file save format (*.pcap) of the WireShark by clicking on the Files of type:
type drop down box.

Step 11: Click “Save” button.

Wireshark: Save file as

Save in: | [C5) Deskkop

O RECVCLER 1
4 2) System Yolume Information e

My Recent [Citemp
Diacurments

=

Desktop "'l_

@ 7

My Documents pdﬂ-?ag_lﬂg

===

by gﬂ{uler 2 . 3

1 L]
File name:

‘g 0] A | Save ] ¥
by Metwork Files of twpe: | Wireshark/cpdumpd... - peap (¥ peap;* prap gz w | Cancel T%

(FiniSh) [[] Compress with gzip
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